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Introduction Slido.com #DIP

What we'll cover today

/Welcome and introductions

Overview and timelines of DIP onboarding

@—/DIP onboarding guidance
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Please send In your questions using
sli.do

#DIP

Questions will be answered at the end of the webinar.

A complete Q&A will be made available on the website.



Non-SIT LDSO DIP Onboarding timelines

IR8 Deployment and 2nd Sept DIP (IR8

Smoke Testing

WI/C 5th Aug | WIC 12t WI/C 19th WI/C 26th W/C 2nd Sept | W/C 9th WI/C 16th W/C 23 W/C 30th
Aug Aug Aug Sept Sept Sept Sept

Full DIP Outage Bl Hnlemmes:
1st Aug DIP (IRZ ________________________________________________ available including
Build) : API| and messaging not available : DllF el
O I € I e T '
available including

DIP Onboarding Window

DIP Portal
o Il;DS(c)I' Registration Phase 2 — Technical Set Up
S Invite issued to Phase 3 — Smoke Testing Contingency
join DIP Window QT Start
1st
October

DIP Onboarding has three high level stages:

« Phase 1 Login, GlobalSign Verification and Initial Setup
* Phase 2 Technical Setup

* Phase 3 Smoke Testing

LDSO can proceeding through Phase 1 and 2 at their own pace. Please note: DIP Portal will not be available 23 August till 2nd September. If
you are looking to set up URLs via API, this can only be done after 2nd September,

Phase 3 would only look to commence once IR8 Deployment has taken place. We would look to agree a window to conduct smoke testing with
each LDSO so that support can be provided.
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The DIP Onboarding Guide

Context

The MHHS Data Integration Platform (DIP) is provided by Elexon and developed by Avanade to allow the different Market
Participants in the electricity market to exchange messages.

The onboarding guide provides a step-by-step instructions to enable a Market Participant (MP) to complete all tasks required to
successfully onboard to the DIP.

Possible to delegate responsibility of these tasks to a Third-Party (DCP — DIP Connection Provider) , however, some of the initial
key on-boarding steps must be undertaken by a full-time employee of the Parent MP.

A full interactive demo of the on-boarding process can be found:

https://www.youtube.com/watch?v=8K3fWSJFvOk
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https://www.youtube.com/watch?v=8K3fWSJFv0k

The DIP Onboarding Guide

DIP Member Roles

Within the DIP there are four Market Participant member roles which can be assigned. Any organisation member invited to the DIP can
have either a single role or be assigned multiple roles (allowing all four assigned to one person).

Role ________|Descripton

User Admin The User Admin is the person who will receive the invitation from the DIP Team to join the DIP. The User
Admin role, when assigned to any member, provides the functions to add other DIP Members and
manage DIPID’s.

Certificate Admin The Cert Admin is responsible for all certificate management, including registration, GlobalSign
verification, completion of the certificate upload, and ongoing certificate maintenance. Given the scope
of the role this may be multiple people at different parts of the process.

Message Admin Will have the control and ownership of all activities relating to message processing, replay and
management.
Analytics Reader Will only have access to review the DIP Dashboard feature.

AN
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The DIP Onboarding Guide

/

§

5 — Certificate Creation

Enable -
3 Party <
Members

4 — Domain Verification

Accept

3 — Domain Creation >

< 2 - API Credentials >
User Mger < 1 - GlobalSign Registration > MP Organisation
Admin Management
Invitation Ve'f 9 ‘ User Admin
erl
Com ayn GlobalSign
DetZiIsy Registration e

‘ Message Admin
DIP Id
@ Management

‘ Certificate Admin
Add GS 6
Message

Admi
(S Channel

non-DIP Role
Setup
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Support and Assistance

Support and Assistance

The process to onboard to the DIP has many intricate steps. We fully believe that if prepared correctly, these steps should complete successfully
and allow a smooth onboarding, however, we understand that sometimes things do not go as you expect, and a helping hand is needed.

If this situation arises, please send an email to DIP@mhhsprogramme.co.uk & LDSO_QT@mhhsprogramme.co.uk

with your contact details, description of the step/stage you have reached, a short description of the problem you have encountered and someone
will respond as soon as possible.

Preparation Reminder
Before onboarding please complete the following actions:
1. Have ready the assigned Certificate Admin details
Have your registered Company Name, the associated Company Number and a brief company description
Have your DNS admin prepared and ready for the DNS activity (Section 4)
Have your Certificate Admin, with the ability to manage through the conversion of certificates, on hand to assist (Section 4 and 5)

Do not add additional Market Participants during onboarding: wait until onboarding completion. The User Admin can add new members
or/and instigate a DIP Connection Provider (DCP) link after an ACTIVE Certificate has been uploaded

Al

Post Onboarding
Ensure you have set up to optimise your DIP experience:
1. Read the DIP User Guides to understand the functions and features in detail

2. Ensure at least 2 each of User Admin, Certificate Admin and Message Admin are invited and joined the DIP to allow cover during holiday or
absence situations

3. Remember that members can have multiple roles — use according to your needs
4.  Try out the ‘links’ and supporting materials

7 Y
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Section 1 — User Admin Invitation ‘

The Invitation to Join the DIP

The process for onboarding will commence with the Market Participant’s (MP) nominated MP User Admin receiving an email from the

Programme DIP Manager/Team inviting them to join the DIP: The Qualification Team will contact your organisation prior to your
onboarding to receive the name of the MP User Admin.

The email sent to the MP User Admin will contain a link to the DIP ‘Sign in’ home page which is shown in the forthcoming pages.

Multi-Factor Authentication (MFA) is a mandatory set up for all users who will be accessing the DIP. The MFA set up will initiate during the
first sign in of each invited user and an MFA request will occur each time any user signs in thereafter.

Once the MP Admin has been set-up, they then have the control of sending out invites

Preparation

1. Have MS Authenticator available on your phone to enable MFA
2.  Complete and return your DIP Onboarding Preparation Pro-Forma to LDSO_QT@mhhsprogramme.co.uk

", MHHS
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Section 1 — User Admin Invitation

Invitation to join the DIP

The invitation from the DIP Manager/Team will arrive to the MP User Admin email address provided. The process will begin with the MP User
Admin clicking on the ‘link to the DIP Portal Sign in’ within the email invitation they receive from the DIP Team.

These steps are the same for all MP Users after they have received the Invitation e-mail.

Example email>

To: EmailName@company.com

From: DIPManager@MHHSprogramme.co.uk
Your Invitation to the DIP
Dear MP User Admin

:Link to the DIP Portal Sign In

LA AR AR AL R L R R R AR R AR AL |
......I......I......l...l.........l.....
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NOTE: The DIP has been designed to operate optimally on
current or current-1 versions of Chrome or Edge browsers.

Other browsers may work but may not perform in an optimal
way.

If you do not receive the invite, once you are advised it has
been sent, please use this link to get started:
Https://portal.uit.energydataintegrationplatform.co.uk

You should ensure this is WHITE listed and is not subject to
guarantine or a suspected phishing delay.

11




Section 1 — Sign in to the DIP

4

The initial Sign-in to the DIP
Sign in to DIP:

1. You will be able to use your own, current email address to sign in

2.  Set up your authenticator tool on your mobile or secondary device in advance: Microsoft Authenticator is recommended

Sign-in to the DIP
Please follow steps 1-4 to complete the User.

€@ CicksionIN —> @ signin and complete MFA

B® Microsoft
Sign in

EmailName@Company.com

ELEXON

Data Integration Portal

B signin
Lol Back Next

Keep your account secure

Microsoft Authenticator

.. MHHS
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—>e Read the Terms of Use —> e Click SUBMIT to accept Terms of Use

DEV-DIPPORTAL Terms of Use
ot s DEV-IPORTAL ety s s s s f

This is a term of use that you must agree

s i Acep o confi ot you e rsd nd oo e s f s
to before being able to access the portal. el

If you have assigned a NEW EMAIL ADDRESS to an
enrolling individual there will be a request to ‘Reset
your Password’. Please follow instructions given.

Support Team
<support@Energydataintegrationplatform.co.uk>
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Section 2 — Verify Company Details

Verify Company Details

Note for Step 9

The User Admin must enter/check the company details and create a Certificate Admin user or assign Cert Admin role to themselves if operating in Your first Cert Admin must be

both roles.

ELEXON

‘ MHHS
PROGRAMME N
Data Integration Portal

DIP Market Participant Organisation onboarding form
. Mandatory 8 &

Use this form to complete your Market Participant Organisation’s onboarding into the DI, inviting users and creating DIP IDs for your constituent Market Participants.

Market Participant Organisation
Please ensure your company information is correct

Check/ amend Company Name if required & =

Company Description
Allthe information supporting this example.

Check/ amend Company Description if required G

Check/ amend Company Number if required o o
(Click here if you are acting as a DCP in the DIP) — > 0o aminro:

a permanent member of your
organisation. Once vetting and
registration is complete, you

may now add more cert
admins which may include
technical contacts or 3™
parties

Enter full name and
email of the user

Users

Users

C I i C k th e ‘ + ’ to Create a C e rt Ad m i n Please add additional users, they can also be added at a later date in the members section.

if the Pro-forma has not advised the User Adminis @) @

v

also the Cert Admin

Market Participants

Please add the Market Participants for your organisation, These will be processed and assigned DIP IDs.

Please DO NOT ADD any Market Participants: Q [+
This is not relevant to your company’s onboarding _

If an error occurs,

please review your entries in 5-9,

rectify errors and click SUBMIT

", MHHS again.
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Select the user role from
the drop down (a user |14
can have multiple roles)
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Section 3 — User Admin Home Page

4

The User Admin Home Page

On completion of a successful submission of the required details the following screen will be displayed for the User Admin.

The User Admin will be provided the ‘DIP IDs” and ‘Members’ tab, Cert Admin the ‘Certificates’ tab, and if you have both roles all three will appear.

o s
PROGRAMME

ELEXON

Data Integration Portal

MARKET PARTICIPANT
e ORGANISATION

Elexon MHHS Data Integration Portal

Welcome to the Datd Integration Portal (DIP) - the innovative solution for efficient and transparent communication between energy market participants. Our platform simplifies
the process of data ekchange and offers a range of features designed to promote energy efficiency and conservation. Our user-friendly portal allows market participants to easily

Quick Links

onboard into the DIP §nd monitor communications, while accessing latest interface definitions and functionality around messages exchanged upon the platform

‘ MHHS
PROGRAMME

MARKET PARTICIPANT
ORGANISATION

How to use the DIP?

How to undertake the onboarding
process?

How he DIP as an MP User?

View All

Support

Raise a service request
View service requests

ELEXON

Data Integration Portal

MESSAGE CHANNELS

Explore tutorials, articles and help

Portal Area Description

|dentity of the logged in user
ELEXON Header Bar
Navigation/Menu options
Welcome Area

Common tools and functions

Further details of functions and features,
by Portal Role Types, will be available in
the MHHS DIP Portal User Guide

Super Energy Co

Detailed information on the Market Participant, the constituent DIP IDs operating within the DIP and their members along with certificate functionality.

Company Type

Supplier, Distributor

Description
Our companyis...

Whitelisted Domains

Company Number Role Codes

1234567

uperenergy.co.uk, ener

m.co.uk, maili

SUPL, SDS, MDR, ADS, EES, SUP

.. MHHS -
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© Create Member Y Filter

GD Nominate DIP Connection Provider

com, accenture.com, energydataintegrationplatform.co.uk, accenture.com, avanade.com, pitdipportal.onmicrosoft.com

DIP Connection Provider

None set

In the UIT environment
the portal will have
Yellow banners/menus

16




Section 3 —-Member Management - Adding New Members to the DIP

User Admin Management of User Roles

The User Admin will ‘Sign In’ to the DIP and add new members (users). It is advised that a Message Admin is added as a first task.

0 Click SIGN IN — > e Sign in with email/password—» e Complete MFA

O
m Microsoft B Microsoft

Sign in o
EmailName@Company.com Approve sign in request

ELEXON

Data Integration Portal

Q) sign-in options

7 N
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e Review the Members list

ELEXON

o M
PROGRAMME 2
Data Integration Portal

MARKET PARTICIPANT
ORGANISATION

Energy Demo Ltd

Company Type
None set 1234567
Description

Our company

DIPIDs  Members

First Name v LastName  Email ID

David Gardiner  pitmpde.user03@Energydataintegrationplatform.co.uk

David Gardiner  pitmpde.certificate03@Energydataintegrationplatform.co.uk

Showingitems1-20f2  Show 10  All

Detailed information on the Market Participant, the constituent DIP IDs operating within the DIP and their members along with certificate functionality.

@D Nominate DIP Connection Provider

DIP Connection Pro

Role Codes
None Set None set
© Create Member Y Filter | Q Search

Actions

Role Role Codes
MP User Admin

MP Certificate Admin

7 Edit B Offboard

7 Edit W Offboard

[l - [



Section 3 - Adding New Members to the DIP

Adding the Message Admin and Additional Users
The User Admin should sign in, access the Members tab in Market Participants, and create the Message Admin using ‘Create Member’:

a Click ‘Create Member’ in the Members tab

DIPIDs  Members

First Name v Last Name  Email ID
David Gardiner pitmpde.user03@Energydataintegrationplatform.co.uk
David Gardiner pitmpde.certificate03@Energydataintegrationplatform.co.uk

Showingitems1-20f2  Show 10  All

Add First Name, LAST
Name and a valid Email
Address

Click drop-down to see
available roles

Select ‘MP Message Admin’

.. MHHS
PROGRAMME
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© Create Member | Y Filter ‘0\ Search

Role Role Codes Actions

MP User Admin 7/ Edit W Offboard

MP Certificate Admin Offboard
HEC]

Create New User Profile

First Name Last Name

| |

Email Address

| e '

Member of All DIP IDs

Select Organisation Role

v

Note : If you require a domain which isn't listed, please contact the DIP Admin for it to

be whitelisted.

e Click ‘Confirm’ to send the invitation

Select Organisation Role

| ]

This field is required

Cancel

e Recommended Action:

It is advised that each Market Participant has at
least 2 User Admin, 2 Certificate Admin and 2
Message Admin’s to ensure cover is provided
during potential situations of absence.

It is also acceptable for one person to hold
multiple roles.

Please ensure you have cover for all potential
access needs.

TG@a members role, click the Edit button
against that members name.



Section 3 — Member Management

Inviting users from outside your organisation

You are only able to add members to your organisation
who have e-mail addresses featuring whitelisted domains,
assuming you checked the ‘Whitelist DCP’s domains’
option when nominating a DCP, you should see that
organisations domains listed. If not, or you need additional
domains whitelisted, or undertake adding members before
you've allocated a DCP, please contact the support
helpdesk.

Once verifying the desired domain is present, navigate to
the member tab

", MHHS
Z PROGRAMME
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‘ . MHHS ELEXON
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LT ) Data Integration Portal

MARKET PARTICIPANT
ORGANISATION

MESSAGE CHANNELS

MESSAGES PERFORMANCE AUDIT

Market Participants Smart Energy

Smart Energy

You can view your organisation details below. Please ensure that you keep this information accurate and up-to-date.

Company Number Role Codes DCP Status
232424 MSA Disabled
Description

New company

Whitelisted Domains

mailinator.com, pit.testmp.co.uk, dcporganisation.co.uk

© Whitelist Domain
Webhook URL Configurations

@ Remove All Webhook URL Configurations

© Add New Child Organisation
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Section 4 - GlobalSign

Interface Code of Connection

OFGEM have programme requirements around security and non-repudiation. This means:

1. All messages passing through the DIP must be digitally signed and authenticated by API keys

2. Connections between MPs, or their agents, to the DIP must be secured via an mTLS connection.
The Interface Code of Connection provides a description of how parties need to interact with the DIP.

The DIP Certificate Authority (DCA) is managed by GlobalSign

« Each Market Participant is responsible for their own message signing, therefore, whether you are using a DCP or not, the
Market Participant must complete the DNS and Certificate process for message signing.

« The DNS is validated by GlobalSign and therefore must belong to the Market Participant. The DNS can be the Market
Participant’'s web domain or any other domain associated with the organisation.

« If using a DIP Connection Provider (DCP), the DCP should use their own mTLS certificate, and then use the MPs certificates
for signing messages. The respective Market Participant’s Signing certificate must be used to sign their messages.

APl keys used in message exchange must belong to the MP

", MHHS
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Section 4 — Global Sign Registration & APl Key Generation

4

1y

e N
7N

W\

GlobalSign
Registration

MHHS
PROGRAMME
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API
Credentials

GlobalSign

Registration
& APl Key
Generation

Domain
Creation

Domain
Verification

Certificate
Creation
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Step 1 — GlobalSign Registration ’

The Certificate Admin must follow the following steps to initiate the GlobalSign Registration process:

€ G @ O mps/ponalpienergydatantegrationplatiomcouk/#/g/home

ELEXON

Data Integration Portal

© select ‘Market Participant
from the navigation menu

Quick Links

Explore tutorials, articles and help

rrrrrr

IF032

Another test company
Another test company

Detaded information on the Market Participant, the constituent DIP ids operating within the DI and thew members along with cert ficate CO Nominate DIP Connection Provider
functionality

9 Check details of MP Company Details
are correct

A great example

©) Select ‘Certificates’ tab to show 5-stage /'-
GlobalSign Registration and onboarding

] @ o ] o
screen T ... RN Ao CATos.... 44

GlobalSign Registration

@ Click the ‘link to GlobalSign MHHS Services
registration page

= W ———— IMPORTANT

ice to verify the Nominating Officer. Once verified, the user

In the GlobalSign portal pleas ate AP| credentials and authentic

R —— R R R DO NOT CLICK ‘NEXT’ until

, you complete GlobalSign
i PROGRAMME =3 Registration.

W Industry-led, Elexon facilitated
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Step 1 — GlobalSign Registration ‘

The GlobalSign Registration and Verification
After clicking the link to the GlobalSign Services for MHHS home page, the Certificate Admin must complete the following steps.

| »

Read the GlobalSign MHHS introduction and

Complete the form in the lower half of IMPORTANT INSTRUCTIONS
scroll down screen the GlobalSign MHHS screen
_ 1. The details entered in fields FIRST NAME, LAST
Get Started with Atlas NAME, JOB TITLE in the ‘About You’ section
@ Globalsign’ e should be the person dealing with the certificate
. AboutYou request (Cert Admin) and GlobalSign vetting.
FR USROSt Global Sign will contact the named individual and
S GlobalSign Services for MHH . .
Srgb?a?ngmese LE> TO > Fist Narme * Last Name * verify they are a current full-time employee and
205 Job Title* Contact Phone Number authorised to create a signing certificate.
AT poeRes e L 2. The EMAIL ADDRESS provided is where all Global
Your Organisation Sign communications will be sent for vetting only.

Please provide the official registration details of your organisation

This should be the Certificate Admin’s email
address.

Company Name * Website *

Address Line One * Address Line Two

City * Postal Code *

It is also acceptable to have a ‘generic’ email
which is available to multiple people to monitor
but must be accessible by the Cert Admin.

Country * v

GENERAL NOTES
Ensure you follow the GlobalSign steps as outlined in the Onboarding
Guide. DO NOT skip any steps / follow steps out of sequence.
Always check your spam when you’re stuck or expecting an email from GS.

I'm not a robot

3. Please enter a direct contact number of the Cert
Admin into ‘Contact Phone Number’: utilised to
help in case the primary verification is unsuccessful

Wait for confirmation that account binding is done from GS and API
credential ready to use before using your credentials. Otherwise, your 4. Click ‘1 am not a robot’ then SUBMIT to conclude
certificate will be created before the APl Keys gets bound to your account,

and you will run into problems with your certificate down the line.

Industry-led, Elexon facilitated



Step 1 — GlobalSign Registration

The GlobalSign Registration and Verification
The email from GlobalSign will include their 12-step guide in the way of an itemised checklist — please follow as instructed.

After completing and submitting the GlobalSign Online Form an

email will be received (as below) with a 12-step guide The following pages will provide guidance on the key steps of
Thank you for starting your GlobalSign onboarding process as part of your onboarding to

v : the GlobalSign ATLAS requirements. Steps 1-4 are self
the Market-wide Half-Hourly Settlement (MHHS) programme’s Data Integration Platform .
©P), explanatory: note the 24hr window for Step 4.

To continue your journey, we have listed each of the GlobalSign Atlas Portal steps in the
order they will need to be followed in. Please take a moment to read through all of the
steps before starting.

Email arrival time:

Please note, you will not be able to continue your DIP registration until you have
completed the GlobalSign onboarding process.

within 30 minutes of
completing the online form anc
receiving the 12-step email

You will receive an email titled “New User Registration” from

You will receive an email titled “New User Registration” from 1 noreply@atlas.globalsign.com inviting you to join a GlobalSign Atlas Portal Account.

1 noreply@atlas.globalsign.com inviting you to join a GlobalSign Atlas Portal Account. - . - “
Please follow the instructions in the email to proceed. Please follow the instructions in the email to proceed.

You will receive a email titled “Password Reset Code - GlobalSign Atlas”. Please use this R . L R .
code to create a new password. You can now login using your email and new password. 2 You will receive a email titled “Password Reset Code - GIobaISIgn Atlas”. Please use this

code to create a new password. You can now login using your email and new password.

Within 1 minute of clicking
the ‘New User Reg'’ link

You will be notified within 24 business hours by email from noreply-atlas@globalsign.com
that your service quotation is ready for your approval. You will also receive an email from

3 a representative of GlobalSign from firstname.lastname@globalsign.com with

instructions
Log in to your Atlas Account and Approve the quotation

Select "Identity Profile’ tab and create a new Identity Profile for your IntranetSSL OV

You will be notified within 24 business hours by email from noreply-atlas@globalsign.com «———— Up to 24hrs
that your service quotation is ready for your approval. You will also receive an email from

a representative of GlobalSign from firstname.lastname@globalsign.comwjth  May arrive within 1hr of step

4 erviee instructions 2 completion

5 At this stage, your Organization Identity Profile will undergo Vetting. You will be notified . )
once this process is complete, and you will be instructed to continue to the next step. LOg into your Atlas Account and Approve the quotatlon
Once the vetting process has been completed, and only when instructed to do so, please
login to your Atlas Account.

6
In the left menu, under the 'Access Credentials' tab, select 'API Credentials' and then click
the 'Generate an API Credential' button in the top right corner S t 2 f t d

7  Select 'View and Copy' generation method t I t p g t t_ . th pAtI

8 Select the service IntranetSSL (OV) to link your credentials to your vetted Atlas p y q
Organization profile aCCOu nt

9  Input a familiar name - something to help you easily identify the service

10 Globalsign will now configure your Atlas service to connect to the MHHS Programme PKI
hierarchy.

11 Please wait for confirmation email from a representative of GlobalSign that the service

f can now be used
/
- MHHS
- (o] leted, ti to th xt st f the DIP Onboarding Guide.
z PROGRAMME 12 nce completed, continue to the next step of the nboarding Guide.
N

W\
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Step 1 — GlobalSign Registration

GS Step 3 - Approve the quotation (1 of 2)

NOTICE: Your quotation is ready’, a BLUE TILE will appear in your dashboard. Click this to continue through the onboarding process.

a On receiving the email advising you’re your quotation is ready,
LOGIN to Atlas and click the ‘View and Accept Quote’ tile

AAtlas 2

Dashboard
View and D@ Request ) Generate API @
Accept a Quote Identity Profiles i, Credentials
Some services require you to submit Customers with vetted identiy profiles

company information for approval by our ‘and active services can generate
vetting agents. credentials to access and use our APIs

Generate mTLS
Certificates @

ore .
~ o

e The £0 quotation will appear. Scroll down the page to complete
the quotation acceptance see step

AAtlas Signed in as ¢ garcinerga

Quote Summary Quote Summary

A Home

@ Purchases Review & Accept Quote
® identity Profi Download a PDF Accept quote details
entiy Profiles

v Review and Accept Quote

Discove
© Olsoorery Certificate Product Pack

m| Domains Quantity 000
200

Payment Method

Invoice
@ Access Credentials Customer Reference:
IntranetSSL OV

Key Type: RSA

Validity Period 12 Months Continue

Max, SANs 2

Wildcard: No

Subtotal £0.00
Tax £000
Grand Total: £0.00
Currency [

DIP Service Provider') to provide you with digital certificate services for

2. MHHS
PROGRAMME
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e Follow the guidance in the email and complete the tick box

A Home
Q@ Purchases v
@ Identity Profiles

. /
Click both boxes 57 . = >

Domains

<% Access Credentials v

selections shown

I 1 G U IR U1 8GR AL U U U i U St
Schedule within the MSA shall be deleted in its entirety and replaced as
follows: " IntranetSSL Certificates. Intranet SSL Certificates are Privately
Trusted Certificates issued from the DIP Service Provider's Private CA Service
for Market Participant/Company’s use solely in connection with the DIP”

Please note that your product term start date may differ depending on when your services go live.

O laccept the quote summarized above and detailed in the quote PDF.

[ I accept the terms and conditions of the Master Services Agreement.
View/Download the Master Services Agreement.

Payment Method
@ Pay by invoice
Pay by credit or debit card @
Invoice payments over $5000/£3000/€3500 are subject to a credit check.

Please provide a purchase order number or other reference to appear on your invoice, or confirm that you
don't need to.

C I I Ck th I S b OX ———————— (O I confirmthat| donot need to add a purchase order number or other such identifier.

1023 GMO Globalsign e Ltd

l Use this payment method l

Complete quotation acceptance by clicking
‘Use this payment method’

button

Please find the link to the

https://www.globalsign.com/en/repository/GlobalSign_Master_Services_Agreement.pdf

v


https://www.globalsign.com/en/repository/GlobalSign_Master_Services_Agreement.pdf

Step 1 — GlobalSign Registration

GS Step 3 -Approve the quotation (2 of 2)

e The following screen will appear when you accept the payment >

© Start STEP 4 (of the 12-step guide on slide 19) by clicking the
method — please click RETURN to DASHBOARD

new mustard coloured tile.

A\Atlas signed 2 AAtlas sig
« «
Your order is complete. Order Summary . Dashboard
A Home ome
@ Puchases Your service is now available, but may reqire additional setup. Review & Accept Quote @ Purchases

@ identity Profiles

B Domains

@ Access Credentials

Return to dashboard

Payment Method

Invoice
Customer Reference: Not Provided

The DASHBOARD will default to the below 3 tiles — please await the

MUSTARD TILE in Step @)

7 N
AN
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Dashboard

Request

Identity Profiles /",

Some services require you to submit
company information for approval by our
vetting agents.

minutes)

Generate API 5
Credentials J&%
Customers with vetted identity profiles

and active services can generate
credentials to access and use our APIs

before proceeding (up to 20-30

Generate mTLS g
Certificates
Some Services require you to generate in

mTLS certificate, in addition to an API
credential, to securely access the APls

@ Identity Profiles

To Do A

Create atleast one unique identity profile
for IntranetSSL OV products in your
account.

Request an identity profile

Generate API 5
Credentials j&
Customers with vetted identity profiles

and active services can generate
credentials to access and use our APls

Generate mTLS g
Certificates
Some Services require you to generate in

mILS certificate, in addition to an API
credential, to securely access the APIs.
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Step 1 — GlobalSign Registration

GS Step - 4 Create the Identity Profile

This requires accuracy in completion of the Identity Profile.
Each field will be used to verify the name provided is a known
full-time employee of the company ORGANISATION NAME (O).
ADVICE - let your receptionist know an anonymous call may be
received to avoid issue

You will receive an email titled “New User Registration” from
1 noreply@atlas.globalsign.com inviting you to join a GlobalSign Atlas Portal Account.
Please follow the instructions in the email to proceed.

2 You will receive a email titled “Password Reset Code - GlobalSign Atlas”. Please use this
code to create a new password. You can now login using your email and new password.

You will be notified within 24 business hours by email from noreply-atlas@globalsign.com
that your service quotation is ready for your approval. You will also receive an email from

3 a representative of GlobalSign from firstname.lastname@globalsign.com with
instructions

——loginto your Atlas Account and Approve the quotation

Select 'Identity Profile’ tab and create a new Identity Profile for your IntranetSSL OV
service

Please note that the ‘identity profile’ tab is the
MUSTARD TILE shown step 9 on the previous page

MHHS
PROGRAMME
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A\Atlas
°/]
o
®  Create a profile name —
Enter the COUNTY here ——»
Enter the TOWN here — >

New IntranetSSL OV Identity Profile

Identity profiles are required to store verified identity and domain information. They are also used
to create credentials and other system objects

Profile Name
Give the profile a memorable name to help identify it later.

Profile Name

GardinerProfile

Registered Business Information

This must exactly match the information that is registered with national business authorities. Even
small mistakes in punctuation can cause delays

Country

United Kingdom

Which county, region, province, territory, state (S) is it in?

West Lothian

Locality (L)

Livingston

This must be the

ACCURATE Registered

Organisation Name (0)

Avanade UK Limited

Company Name and is
used to locate and call
the company HQ.

- Request this identity profile

+
Click to start verification




Step 1 — GlobalSign Registration ‘

GS Step 5 - GlobalSign Verification
Step 5 is the pause in the middle of the process where GlobalSign, through their own mechanisms, will conclude the vetting.

As shown below, there is a 72hr window for verification before you can proceed with steps 6-12.
DO NOT PROCEED UNTIL A VERIFICATION EMAIL HAS

Step 5 involves the original submitted name (Cert BEEN RECEIVED!
Admin) being vetted by telephone call, against the —” Complete items 6-10 when verification is received.
‘Organisation Name’ entered in the Identity Profile Step 11 — you must await the email confirming verification
® was successful before finishing the onboarding 12
L You WIiII rectTive Ianberlnail titled "Netw User I:egistratigln"bfrlc;m Atlas Portal A . The com pletlon Of the / Once the vetting process has been completed, and only when instructed to do so, please
noreply@atlas.globalsign.com inviting you to join a GlobalSign Atlas Portal Account. .
Please follow the instructions in the email to proceed. I D E NTITY P ROFI LE 6 login to your Atlas Account.
v - . . “ - " - Sta rts the 72hr In the left menu, under the 'Access Credentials' tab, select 'API Credentials' and then click
2 ou will receive a email titled “Password Reset Code - GlobalSign Atlas”. Please use this i . he ' dential' b inth oh
code to create a new password. You can now login using your email and new password. ve r|f|cat|on process the ‘Generate an API Credential’ button in the top right corner See neXt
_>
You will be notified within 24 business hours by email from noreply-atlas@globalsign.com ; 7  Select 'View and Copy' generation method
that your service quotation is ready for your approval. You will also receive an email from i The time taken fOr pag es fo r
3  arepresentative of GlobalSign from firstname.lastname@globalsign.com with verification may take On|y a Select the service IntranetSSL (OV) to link your credentials to your vetted Atlas detal Ied
instructions few hours however it should 8 Organization profile ;
Log in to your Atlas Account and Approve the quotation not exceed 72hrs after screens 1or
com pleting step 6 9  Input a familiar name - something to help you easily identify the service items 6_ 1 O
4 Select "Identity Profile’ tab and create a new Identity Profile for your IntranetSSL OV
service 10 GlobalSign will now configure your Atlas service to connect to the MHHS Programme PKI
5 At this stage, your Organization Identity Profile will undergo Vetting. You will be notified ] hiSsRIChY:

once this process is complete, and you will be instructed to continue to the next step.

11 Please wait for confirmation email from a representative of GlobalSign that the service
can now be used

12 Once completed, continue to the next step of the DIP Onboarding Guide.

What happens during GlobalSign (GS) vetting?
GS will call the HQ number that they have uncovered from their secure vetting process. It doesn’'t matter if the contact is located at the HQ, or not; what they seek is that the HQ either

i) transfers their call to the contact so they can speak with them; or ii) gives them the contact’s phone number (can be landline or mobile) or email address so they can contact them.
If neither of the above happens, GS they will send a postal challenge letter for that contact, to the registered business address so that they (GS) can be contacted directly.




Step 1 — GlobalSign Registration

GS Steps 6-10 - Generating API credentials

The Certificate Admin must complete the API Certificate generation within the Global Sign Atlas system once ‘Identity Validation’ has been
confirmed.

e Login to GlobalSign Atlas. > eYou must select ‘View and Copy’ in the ‘How would > e Select ACTIVE certificate to assign
Select ‘Generate API Credentials’ option you like to receive your API credentials’ page, Internet SSL to your credentials, then
then Click CONTINUE Click CONTINUE

Dashboard How would you like to receive your API credential? Link to a Service

You can optionally encrypt your key and secret , . . N
oulcanioptiopallylencryptyounkeyand'sect This API credential must be linked to an active service

API CREDENTIAL SUMMARY

Request =N Generate API A Generate mTLS View and Copy
) Sg API CREDENTIAL SUMMARY

A

Identity Profiles ‘_J/////r Y Credentials Certificates We provide the key and secret in your web browser for you o copy to your clipboard. You can also
download them in .csv format. - o s Test Ce t ﬂcal(es
rti
Some services require you to submit Customers with vetted identity profiles Some Services require you to generate in Ne
company information for approval by our and active services can generate mTLS certificate, in addition to an API Encrypted File e SO\Certificates No
vetting agents credentials to access and use our APIs credential, to securely access the APIs . B H
ID#: SRV-0001036

Test Certificates - 50

CONTINUE

View and Copy Encrypted File
=)o A
View wser, copy to clipboard.

Downloadable as a .csv fil Paste an RSA public key.

Qownload key and secret as .enc

This will be titled differently
e.g. MHHS DIP Certificates

", MHHS
PROGRAMME

W\ Industry-led, Elexon facilitated
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Step 1 — GlobalSign Registration

Generating API credentials with GlobalSign

Continued......
e Give the credential a familiar name (any > @ Click ‘Download key and secret as .csv’ button and save file.
text you wish) and record this safely and Alternatively (and) click both the API Key and API Secret ‘Copy Key
click ‘CONTINUE’ to clipboard’ and store in a .txt file for the next stage.
I
Add a Familiar Name Success! Now Securely Save your API Key & Secret
Create a label to distinguish this from similar credentials. If you lose this API secret, you'll need to generate a new API credential.
. API CREDENTIAL SUMMARY T !_ ____________________ ;
S . : 186610baff175cae ! COPY KEY TO CLIPBOARD l !
oo !
[ o —— ;
onboarding_key @ COPY SECRET TO CLIPBOARD l i
! i
===
Enter and take a note of your ‘familiar API DOCUMENTATION &
name’ then click
CONTI N U E VIEW & MANAGE API CREDENTIALS

RETURN TO DASHBOARD

PLEASE NOTE!
You must DOWNLOAD the .CSV.

", MHHS Once you navigate away from this page you
* PROGRAMME cannot return to access this content.

W Industry-led, Elexon facilitated
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Step 1 — GlobalSign Registration

Generating API Credentials - PFX Certificate

GlobalSign provided the APl Key and Secret. The DIP requires a validated certificate in PFX format together with these API credentials. The following will be conducted

outside of the DIP by someone with technical understanding of generating a certificate.

Select a CSR generation tool and create a CSR Certificate: All examples shown are based on the use of Azure Key Vault. See Addendum if using OpenSSL.

Decide which tool you wish to use to
create your CSR file

The CSR certificate
can be generated
using any
suitable/preferred tool.

The example here is
using
Azure Key Vault

Create a CSR with any subject name.
YOU MUST select Key Size 4096 in Advanced Policy Config.

", MHHS
PROGRAMME
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Click DOWNLOAD CSR to save your CSR file.

pig-app-pit-uks-001 > edipkveertpituks001 | Certificates

Create a certificate

Method of Certificate Creation Generate

\g-key-GlobalSign-mILs |

non-integrated CA

v Download CSR

Extended Key Usages (EKUs) O

1.36.1.55.7.3.1, 1.36.1.55.7.32

P I ease 50500 Ky Usage Fbogs

2 selected v

ensure S

@® No
O l l Exportable Private Key?
® ves

QO no

Key Type N
® RsA Enablé Certificate Transparency?

select
Key Size
4096

Yes

() No

Certificate Type

»
»

Open the CSR to check structure is correct.

- = [m] X
8 NOTES.PERL onboarding-key-GlobalSign-mTLs X +

File  Edit  View 3

RS BEGIN CERTIFICATE REQUEST-----

MITEGTCCAPECAQAWGTEXMBUGALUEAWOb251b2FyZG1uZ19rZXkiggl iMABGCSqGS b 3DQEBAQUAAATCDWAWgETKAGICAQDANC sXgsbhsHyKPSmHQKS]
1Vweaaz19w]2MTT46yePEySTEXCPYZGNZmbjEBMAdhKzhgTOyw+1UJ tayliPOPKdw4d2r0f8DjDy5TsI3BA4L1F6phbXGTHMY8+26p2Dbt6ZUQQ+
7m5dukicVO3RIrG88ucCMMCLIWNrNIIBimVjpzINS9/X/q/0Sm1XEMA6AYdZhwcNNNB3Ng84q1BsDbjeBXeJKnlaeq@5fZViG8cGUUTU/ ituaQBIMAIKPO
pYNuds/yZaDo7@bRVqfyCR1ry4cKqTprGIZIUrOF/GbfrYAaUpn4IIS1rkm@ul514i+CsSYmeHM6Zr/zPyWC96gxIq3tHITFEAUIIQFIZm29mCbjOKef
rTQfrLPzmk fkFAR@bNZKEORLPOFVAABUSIeCMAyN77mpRCM2egGIhquiBRoC22069R1XkqzQKTAZbpXrFSIC+gYVca1s63w3lyknli+TSxxy3fWgFUVZQ
PcxriHb7+mCVmiIT3NGiosNsjFINVI+
9ZKvwaPG+R91dTsh0a12z8KFDLAXs+Zw6butbiwrANAdiBrnZXrlbRvNWQV8tVhMAL/1t1wZpYFhSM+COkfHxcRuHN+byOWdEQKSMEBVKEMORNC6Ep8rVYk
dg2D/51ba4xTG1BS008dKIWdCtfsUrhawil fyB52TPoafOLRQCYjCsqQIDAQABOESWSQYIKoZIhvcNAQkOMTwvOjA0BgNVHQ8BAFBEBAMCBaAWHQYDVR
©1BBYwFAYIKwYBBQUHAWEGCCsGAQUFBWMCMAKGALUdEWQCMAAWDQYIKoZIhvcNAQELBQADggIBAFNNi7TY7S051wA1R5Jo/SccX@qL+NYZY34AtXG+
06V81i zYdQdIG1 jBHCxHyk72VWIbI20QEZZB c1RMxdPNwvnjA02X651iV818Xn1WeZ2nA358 thoj 7RHGC 27y sOqw/k43GmIvD3UmsnRImtdgjvALapQ
yedamAzzenEUMe7k+mSiuITdc@v3dZcTvsfiCtsNf2AhmcRpNtkjQVPVQ+
1WYeXb3e/H5NaQZ6CXEZBTuBCbNEOZLuRe+NsQOVCZKb2XsmilPEQLLapUcAE3RuyDgXDqrét3fzNgqzNjYuHedgSXNexBr /wIzccpcqUIAEZJUMBOQO
7cdUzvL+ZRtfTaStpMbfs7uBE7Ps0SZQk+I32k/cZ71Y/neBjEvYZbj62aBcXvL /BLqGh7fpjUBw+DQDriqIulp7NWNXR1Z1bdHhTCNKtNAFODN3k1y5
hQpQ+7MpHfAmigdyyy9x22VNYxY4A5kyIxYIDdB/AEASIdaMedlsy21i3tyNg3tOkhhsZMOTS
+73KPg84u7FL3fgPY/DAIpK/pXk+FvytmNTAF+ECXqJk/j5rTKF3a9nYGB1Dk /uQbalEol HufPHaNfQpzILUGVGAyS4QQmiK2hVOKL ivipacpseIH+P2
QyJPvfOn3ipoxocugmkLVtlrbXRETA7I9pOKKPTSDtmZMP61A

----- END CERTIFICATE REQUEST-----

Ln3,Col 34 100% Unix (LF) UTF-8

Please click ‘YES’ to Enable Cert Transparency

Certificate Type must be blank — no entry!

33



Step 1 — GlobalSign Registration

Generating the correct key format for upload to the DIP

The Certificate Admin must return to the GlobalSign Atlas system to complete the next stage of certificate preparation for the DIP.

NOTE: If you have appointed a new Cert Admin into the Atlas account, they can complete the following steps.

[
»

Sign in to the Atlas system.
Open your Dashboard.
Select ‘Generate mTLS Certificates’.

» »
» »

On the subsequent screen, select the option
‘Directly via the APl

r n service?
Dashboard How do you plan to cor ncpt to the service
How you connect affects your need for an mTLS certificate.
Via Our Technology Partners Directly via the API
Request F’ﬁ\“ Generate API 2 Generate mTLS v _
Identity Profiles KA Credentials -Z&— Certificates @ 3/
Some services require you to submit Customers with vetted identity profiles ome Services require you to generate in ‘ﬁ‘
com| information for approval by our an rate to an
VVVVV . AP AP coveing oy servce v i cring v e AP s

Select the API Credentials just made
using the ‘Familiar Name’

Paste the CSR generated into the
space provide then

click CONTINUE
. Pa}steaCSR

Link API Credential(s)

Link one or more API credentials to this mTLS certificate

AAAAAAAAAA

", MHHS
PROGRAMME

W\ Industry-led, Elexon facilitated
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Step 1 — GlobalSign Registration

Create a PFX Certificate for Upload to the DIP

The output from the GlobalSign system requires the key to be converted to PFX format. This is completed using Azure Key Vault:
This section is OUTSIDE DIP and GlobalSign

4

1y

W\

7 N
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»
»

If successful the following screen appears.

You must now Copy to Clipboard (or Cut-n-
paste) the certificate into a Notepad file.
Save the Notepad file as a .cer
e.g. ‘certname.cer
Success! Now Save this Certificate

Copy and paste this mTLS certificate to a text editor.

Success! Here is your mTLS certificate and associated ICA!

Not sure how to proceed? Refer our customer guide or support Article on creating .pem as well as
converting it into other formats

\/
COPY TO CLIPBOARD uowND IcA

MHHS
PROGRAMME
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Re-open the certificate generation tool
(example shown is Azure Key Vault)

Select ‘Merge Signing Request’, or similar option, from the menu

to merge the private key and public key

Atlas-mTLS =

Certificate Operation

O Refresh ¥ Download CSR! ’\‘— Merge Signed Request @' Request Cancellation f Delete

Select the file created in Step 5, e.g. certname.cer

A ‘toast’ pop-up will confirm the
merge was successful

Download the certificate as a PFX file, ensuring

no password is specified.
(Example shown is Azure Key Vault)

onboarding-key-GlobalSign-mTLS  »

Certificate Operation

@ Merging the signed request for certificate X
‘onboarding-key-GlobalSign-mTLS".
|| The signed request for certificate ‘onboarding-key-

O Refresh & Download GSR i GlobalSign-mTLS' has been successfully merged.

@ The sioned request for certificate ‘onboarding-key-GlobalSign-mTLS has been successfully merged.

Status @ completed

Request ID ‘ 893ecc227e0742b882ef9d79848ec343 D

Home > edip-kv-ms-poc-uks-002 | Certificates > alan-mhhs-dip01-atlas-mtls >

= d090f4cf939b4da5a54d2298dd112497 = -

Certificate Version

@l S X D g v Download in CER format é Download in PFX/PEM format
The resulting PFX format file will be listed in a
download area ready for the next step

“» edip-kv-ms-poc-uks-002-alan-mhhs-dip01-atlas-mtls-20231 00

03/10/2023 16:42
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Step 2 — API Credentials

Return to the DIP to start the next phase - APl Credentials
The Certificate Admin will return to the ‘Certificates’ tab as below and click the NEXT button to proceed:

<« C @ ) httpsy/portal pitenergydataintegrationplatform.co.uk/#/g/home

¢ o8 @ @ -

s ELEXON

PROGRAMME

MARKET PARTICIPANT
ORGANISATION

Elexon MHHS Data Integration Portal

Data Integration Portal

ON
Welcome to the Data Integration Portal - the innovative solution for efficient and transparent communication betw|
friendly portal allows market participants to easily onboard into the DIP and monitor communications, while acce:

)ata Integration Portal

Recent message channels

Message Channel 0 v s
Notificaion of Annual Consumption
L OMPany
022 Consumption Amendment Request Rother test
o supplerservice Povider pponimentreauest - ANOther test company
Fom Supplier Service Provider Appointment Requesi  Detallied information on the Market Participant, the constituent DIP ids operating within the DIP and thelr members along with certificate GO Nominate DIP Connection Provider

functionality

None st

A great example

DIPIDs  Members| Certificates

GlobalSign Registration

Please visit the GlobalSign registration page at hitp wwa.globals M en and complete information requested to register.

GlobalSign willl then carry out verification and may contact your head office to verify the Nominating Officer. Once verified, the user
wil be notified via e-mail and access to GlobalSign portal provisioned

In the GlobalSign portal please create AP credentials and authentication certificate. Once created press Next to upload them into

the DIP.

Click ‘NEXT’ to move to on to
‘APl Credentials’ entry 37

", MHHS
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Step 2 — API Credentials

4

Upload API Credentials

The Certificate Admin must now upload the GlobalSign API Key & Secret, together with the PFX Certificate, to the DIP.

»
»

Certificate Admin will Sign Into DIP The process will have moved to STEP 2 ‘API Credentials’

and click the ‘Market Participant’ and
select ‘Certificates’ tab to display the

process page

Elexon MHHS Data Integration Portal QuickLinks
Explore tutorial, articles and
help
Howtouse el
ewst How do adertake theanboacdiog

orocess?

s tency

F Vel
Support

—

e Q)
.. MHHS
- PROGRAMME
\\\ Industry-led, Elexon facilitated

Add the Global Sign generated information:
1. Insert the API Key (1)
2. Insert the API Secret (2)
3. Click@ to upload the PFX Certificate (3)
4. Click “Validate’ button (4)

v

OBALSIGN REGISTRATION APICREDENTIALS OOMAIN CREATION DOMAN VERIFICATION CERTIFICATE CREATION

GlobalSign API Credentials and mTLS certificate upload

S @

Click@ and select your PFX version of the API Certificate

AAAAAA

Insert API Key

Insert API Secret

Entries
Accepted
?

Y

N

If this error repeats please contact
DIP@MHHSprogramme.co.uk

X

Please review API fields for

completeness to continue

v

The following screen will appear
A pop-up ‘Added successfully’ appears (1) ‘Onboarding status updated successfully’.
click ‘Save’ to continue (2) 1. Confirmation with “Toast’ Pop-up (1)
e - 2. Confirmation onscreen message (2)
3. Click ‘Next’ to progress to DNS set up (3)

»
»
- e o

If the API entries are confirmed,

succssilly
None set 1255

nnnnnnn

° o o o °
Avery prominent energy company
If the message is ‘An error has occurred’ (1), ° o o ° °

click ‘Previous’ (2) and restart upload

GlobalSign API Credentials and mTLS certificate upload

[ ——
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Step 3 & 4 — Domain Creation & Verification

Register the Domain in DNS and validate in the DIP Portal

The Certificate Admin will work with a DNS domain admin to complete the Domain registration in DNS.

»
»

Follow steps 1-3 to enter the MPs Domain Once you have clicked next, you will be asked to
Name being used for GlobalSign verification reselect the DOMAIN Name from the dropdown
into the GlobalSign Domain Creation field and a TXT Record will appear (6)
NOTE that a " may appear after the Domain Name
— this is not an issue and you should proceed

GLOBALSIGN REGISTRATION APICREDENTIALS DOMANCREATION DOMANVERIICATION CERTIFCATE CREATION

DOMAIN, then click ‘SUBMIT" (4)

GlobalSign Domain Verification

DNS Admin should add the record details Certificate Admin can check

into the DNS (6) with the values specified = SUCCESS or FAIL of verification:
‘@’ and the txt into VALUE If Successful click ‘Next’

@ devenergydataintegrationplatform.co.uk #

~ i GlobalSign Domain Verification

You should get a green tick and message
‘This step has already been completed’
Click NEXT Button (4)

Please take a note of the ‘Name’ = ‘@’ and
the VALUE is a ‘txt’, and pass both to DNS Admin
for insertion into the DNS BEFORE clicking (5).

pomsin

B i anipesinii =3
.. MHHS
- PROGRAMME
\\\ Industry-led, Elexon facilitated

P"’V“’

Certificate Admin, on confirmation DNS
Record has been added (can be up to
1Hr), will click the Check box (5) and
then click the SUBMIT button (7)

Domain Validation Successful
The DNS entry should not be
removed as it is used for renewals

Passed GlobalSign
Validation?

Domain Validation
Failed!

Return to Step eand repeat DNS
verification process

»
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Step 5 — Certificate Creation

Generate mTLS & Signing Certificate

Login to the DIP as Certificate Admin (1)
Select MP MENU (2) then ‘Certificates’ Tab (3)

1. Enter the required Host Name & Domain (4)

2. Select ‘Certificate Purpose’ to choose a “mTLS” (for DCPs),
“Signing” (for MPs) or “mTLS & Signing” certificates (both) (5)
3. SUBJECT NAME is pre-set — CLICK ‘COPY’ (6)

Another test company @
] L]

) e s e

»
»

Home > edip-kv-ms-poc-uks-002

=) edip-kv-ms-poc-uks-002 | Certificates -

£ Search « + G@a(e,ﬂmpon () Refresh 7T Restor

Enter both fields: »(

overall this should
make up the
address you want
to receive
messages on from
the DIP (e.g. sit-
dipwebhook.testmp.
co.uk) where
First part is Host
Name and second
is Domain Name.
Field can be left
blank if Signing

Cettificate
2% MHH.
PROC
W Industry-lec

‘1

Certificate Signing Request Form

pppppppp

It is critical that a new CSR is generated using the details from the
previous step

Open the Certificate Creation Tool (e.g. Azure Key Vault)

Click (select) to generate a certificate (in AKV click Generate/Import)
Give the certificate a name (no spaces)

Choose ‘Certificate used by non-integrated CA’ from drop dow
Enter ‘cn=* then paste the SUBJECT NAME copied in STEP 1
IMPORTANT — click ‘DNS Names’ and complete the 2 entries
Click [Not configured’] next and ensure Key Size is 4096

oobhowonN~

Key vault

Name

/

Create a certificate

Method of Certificate Creation [ Generate v
Certificate Name * ( [ webhook-dev

Type of Certificate Authority (CA) @ Certificate issued by a non-integrated CA v
Subject * [ cn=energydip-dev.543

DNS Names ) DNS name

Validity Pericd (in months) * 12 @

Content Type @ pxcs=12 O pem

Lifetime Action Type £-mail all contacts at a given percentage lifetime v

Percentage Lifetime *

Advanced Policy Configuration [ Not configure ]

Tags 0 tags

80

You must add DNS Name entries as
advised from 4 and 6

DNS Names X ®

Create a certificate

DNS Name <

energydip-nonprod.19.compa...

6 whs-SIT-241023-ST.company7.... [a] ***

Advanced Policy Configuration x
Create s cetcate

tended ey Usages U9 O
(13155731, 136155732 2

To complete the certificate creation
click ‘Create’ button



Step 5 — Certificate Creation

Generate mTLS & Signing Cert within the DIP

»
> L

Open the generated CSR and download — example here is Azure Key Vault Certificate Signing Completion
1. Select ‘Certificate Operations’ PROCEED if ‘“Toast’ advises ‘Successful’ (9

2. Select ‘Download CSR’ 0 pT—

Data Integration Portal

Certiicate data saved
successfuly

°

Home

Home > edip-kv-ms-poc-uks-002 | Certifcates > Webhook-dev % Lo

=) Webhook-dev - Certicte Operay
arch + Newversion () Refresh [ Delete & DownloadBackup 3% Issuance poiicy| () Avery prominent energy company

s sats @ o

Status Detits Please perform a mer

¥/ Overview Version Thumbprint Status

R control GAM)

CURRENT VERSION comy

None set 123456 505, UDS, MSA, SUP, DS, REGS None set

iy Ty Company Number le Code DIP Connection Provide

= Request 1D d7bOcheaG 88286369 1act2echITT

8814591305907 Tadaedds

I Very active and well known i the industry

Whitelsted Domains

3. Open the downloaded file in a text editor

- o x cates
" Certiicat

== o e . 5. PASTE the Certificate Text into the CSR p—— —
gy — field in DIP (7)

baAmhh1 R /aenVndiPorl Tr1/4 ; Raka 6 CI k ‘C C f t ’ 8 (mun‘m‘ss\z;u‘(uF‘;zc‘A;nunsmMFc 1:‘», ;t‘uz’ngnﬂ z;um‘z sl‘}vz‘vu;s’}:mx@mmhnamvmm et & oot @ fecke
! : e . ic reate Certificate
+VDLJAHDAUH/ 1VEAGBHS: g/ I+
NIYKRFgBUEL 366131+
7nsu05aanxsnunstmqunmqakspcmgn/fxdxsmzwemumn JaLuCe 1¢599aFa+JQIDA

e T o Ly . Y If an ERROR appears (10) please repeat steps

SFAAOCAGE
+ExxVI/NlngF gUCTN2YaVCHP62L. Certificate Signing Request Form

GOL6F 7A2YVSEYUZC: T r Vl n | |n

7kx370C! This form is used to submit your certificate signing request {csr] to be signed by the DIP certificate authority (Global Sign). 1_6 f m p p g d th p g g
97p0h1bwgOukGnS NBUHPS VLWQSB0419uXd /mCOXSCo70ADLOCBYALGHCS, 39exHoaCC \then be sble to download B hen bind with o €evious page a S page aga
et S son & Youill then be able to downloa ey lcer en bind vith p tocreate your i
Tp1cBntHL1ENNmeats ¥ s ths eating your mILS certficate, ative foruse when ntegrating with the 1P Valldated .
VVVVV B0 CERTTFICATE REQUEST----- asigning request and domain ——BEGIN CERTIFICATE REQUEST-
verification MIICZ2CCABCCAQA kaCzAJB NVBATTAVLURMNEQYDYQQIDANTEZLILVNOYKE!

toscl b il L detail d match onboarding, vetting and verification process. MSEWHWYDVQQKDBhbnRlcms| g@wnawsogwgmmagwagwm

by GS?

AHMEZGIWL mRIdIStdGxzLIMyNY5IbmVy Z3IKYXRhaWS0ZWdyYXRpb2SWHGFOZmIy

bS5iby51azCCASIWDOYIKoZIhveNAQEBBOADEGEPADCCAQOCgEBAMLISZIVZKO

[FOZmalefbeli-OBkaSmwaNEmMRe 6 irs00akiFePanOvB24bVuoT IVhYiZ

804cBTWXFTYWWZOL IxNFNgcBEAMDMIICFh{TE097hS Tn1ef7Xb1rDcBX6VWAalsh

CWO/SKYRDM IwzQCZTSADVmOILnhTIVe TANHCGEV3RYKe TeTsatarPramhdvsEUS

Wwwggmwsvbmwu34%Fvwaspsmpxm
X5 624

4. Select the Certificate Text ). -

Certificate Purpose.

CAYZBrdRdYYMH/W,

B Adespemo. ¢ AtlasDemo_ ‘Webhook-dev_ x +

RcGVGCmZZAPEhJ7DRslnuESBLmulumKSMlvs OXATOUNAYKOOXIK

+MEeyXYHIT/WxQ004 +em YB3+ DEXEOSKKIZBZQrQU3 TRIXDMIdIAUIUBK T L
PFDszlvOuw\ssdmccozmnngtwcsttstmuFDofCRgJEaxNKanNRstEzm
IC*pONpBS/zzmRkmK3/ETIMWAOLly1GZqiwBVqKIVDCWWEPGIOSrOmnc39BXbix
Copy so1sl[)a|5\LchquQWMaNquszsvmmHPESGGOABKAJ
bES:

File  Edit  View o
Subject Name.

-BEGIN CERTIFICATE REQUEST-

ND CERTIFICATE REQUEST-——

Tr1/4 T

366131+

—
\ Error creating certificat
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Step 5 - Certificate Creation

Certificate Admin will check certificate is now ACTIVE within the DIP
The Certificate Admin will be presented with a list of certificates associated with the organisation and can DOWNLOAD the ACTIVE certificate.

The list of your available certificates are displayed within Market Participant menu (1) Open the downloaded Certificate file and Click ‘Details’ Tab.
Click ‘Certificates’ tab (2) and check certificate is ACTIVE (3). Check validity by comparing Serial Number matches.
Click Download (4) to utilise the new ACTIVE certificate. Check Subject is as expected.

xh Ce

ELEXON i
Data Integration Porta General [Datais certification Path
i a Certificate Information
oW Certificate
Windows does not have enough information to verify
this certificate. General Details Certification Path
Another test company
Show: | <All>
Another test company
Field Value
Detailed information on the Market Participant, the constituent DIP Ids operating within the DIP and their members along with certificate functionality @D Nominate DIP Connection Provider ’:Sena, number 01915bbfc28504de80363116... I
> Issued to: GLOBALSIGN TEST CERTIFICATE - FOR TESTING -] signature algorithm
PURPOSES ONLY -] signature hash algorithm sha2s6 |
RS W Issued by: GlobalSign Non-Public HVCA Demo (5 Issuer GlobalSign Non-Public HVCA D...
None set 123456 None set None set [=]valid from 07 September 2023 12:53:58
[=]valid to 06 December 2023 12:53:58
Valid from 07/03/2023 to 06/12/2023 =] subject GLOBALSIGN TEST CERTIFICA. ..
Agrest aample [ pu ihlic ke e AT Tibe)
Install Certificate... Issuer Statement
DIPIDs  Member Certificates
Currently Active Certificates A This certificate is expiring in 11 days oK
Copy toFie...

7348000010 Act 2022-11-15715:12:00.1472 2023-11-15715:12:00.1472 Peter Macintosh Re-lsew
Certificates @ O oK

Certificates History Y Filter Q
Certificate Serial Number Status. Created Expiry Date Created By Actions
Active 2022-10-15T12:12:00.147Z 2023-10-15T12:12:00.1472 Rodrigues M. Washinton * Download \
Expired 2021-11-20T10:12:00.1472 2022-11-20T10:12:00.1472 Peter Macintosh $ Download
Showing items 1-10f2 Show 10 Al .

3 N
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Step 5 — Certificate Creation

Final stage of the process must be conducted within the Certificate Generation tool chosen earlier (e.g. Azure Key Vault)

A ‘toast’ pop-up will confirm the merge
was successful

4

Merge the signed certificate

1y

W\

»
| o

At this stage you must re-open the tool you generated your

certificate from (e.g. Azure Key Vault)

Select menu option ‘Merge Signing Request’ (or similar option)

© Webhook-dev »

7 N
AN

Certificate Operation

O Refresh & Downloadcs§ T Merge Signed Request | © Request Cancellation [l Delete

Status

[

Status Details

Request ID

Select the FILE downloaded from the DIP Portal
(a .cer file — example shown below)

X

e In Progress

Please perform a merge to complete this certificate request.

[ df7bacbsc 1ac82ec8371 B
v

# MHHS-DIP-Certificate-01F7C0143456CD7A0CFDA138A616B44F.cer

MHHS
PROGRAMME

Industry-led, Elexon facilitated

—

mhhs-dip-mtls-and-signing =

Certificate Operation

Status ° Completed

() Refresh ¥ Download CSR T Merge Signed Request (O Reques| Cane

0 The signed request for certificate ‘mhhs-dip-mtls-and-signing’ has been succt

@ Merging the signed request for certificate X
‘mhhs-dip-mtls-and-signing’.

The signed request for certificate ‘mhhs-dip-mtls-and-

signing' has been successfully merged.

~1

Request ID [ 22a711323fe847d09f8ad7fd2b1a3c11

D]

Certificate Version

5} save X Discard changes & Download in CER format | & Download in PFX/PEM format

Properties

Created

Updated

The certificate must now be downloaded as a PFX WITHOUT Password
Select the certificate and choose ‘Download in PFX/PEM Format’

=] 49a48cfbe8ab4dcdbb22efcch8b3961a = -

13/10/2023, 11:35:19

13/10/2023, 11:35:19

“» edip-kv-ms-poc-uks-002-alan-mhhs-dip01-atlas-mtls-20231003.pfx

v

This certificate is
now available to be
used for mTLS and

signing when
sending messages
to the DIP

If you are using a
DCP you must give
this to your DCP.
Use certificate to

sign messages (See

CoCo for how to
sign a message)
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You have successfully onboarded
to the DIP
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Step 5 — Background for non-SIT LDSOs

Market Participant Data Setup

Market Participant

Company

Company Number

All the data required for on-SIT LDSO has been set-up in
advance in terms of DIP IDs & DCP IDs

Distribution Power Networks Company

Distribution

Power Networks

Oloiclole el

AN

| |
l 2500000999 I 2200000999 n 1600000999
.. MHHS
* . PROGRAMME
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Step 5 — Background for non-SIT LDSOs

Market Participant Data Setup — include DCP setup

Example Distribution Company

Distribution

Power Networks
09999999

2500000999 2200000999 1600000999

A 4 v \ 4

9000000998 9000000997 9000000999

AN

", MHHS
PROGRAMME
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With a Market Participant Organisation using a
DCP, you can assign a particular role to your
chosen DCP.

To assign one of your company roles to a DCP, the
DCP MUST already have

1) Completed their onboarding in advance
2) Requested and approved DCP Status and
3) Created and shared a DCP ID with you.

This process needs to be repeated for each role
you wish to use a DCP for, requiring a new DCP ID
for each.

DIP Id and DCP ID have a strict 1:1 mapping

49



Step 5 — DIP ID Set-up

ELEXON

MHHS
PROGRAMME S —
i, Eenon e Data Integration Portal

MARKET PARTICIPANT
ORGANISATION

MESSAGE CHANNELS MESSAGES PERFORMANCE

Big Energy Company

You can view your organisation details below. Please ensure that you keep this information accurate and up-to-date.

Company Number Role Codes DCP Status
2242424 SUP, VAS Active
Description
new one
Whitelisted Domains
sit.testmp.co.uk, live.co.uk, esgglobal.com

DIPIDs  Members  Certificates © cCreate New DIPID Y Filter | Q search

You can view the status of your DIP IDs below. Please ensure that you keep this information accurate and up-to-date.
DIPID ¥ DIP Role Code MPID MP Role Code Effective From Date (MPR) Effective To Date (MPR) Actions
1086576131 VAS ABCD n/a 2024-07-15 2025-07-15 7 Edit W Delete
1494431682 SUP RDG1 X 2024-07-04 2025-07-04 7 Edit W Delete

Showingitems1-20of2 Show All J
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Step 5 — DIP ID Set-up

1. Nominate DCP
2. API Keys
3. Add Member

MHHS
PROGRAMME

Industry-led, Elexon facilitated

s _ ELEXON
| < PROGRAMME A
e v Data Integration Portal

MARKET PARTICIPANT
ORGANISATION

MESSAGE CHANNELS

MESSAGES PERFORMANCE

Market Participants Big Energy Company DIP ID 1494431682

DIP ID: 1494431682

GD Nominate DIP Connection Provider

Details
Company Number MPID Market Participant Role Code DIP Role Code DIP ID Effective From Date (MPR) Effective To Date (MPR)
2242424 RDG1 X Sup 1494431682 2024-07-04 2025-07-04

API Keys

Primary Key

{ Show H Copy H Regenerate ]

Secondary Key

{ Show H Copy H Regenerate ]

Interface Configuration

Please select an interface to configure for this DIP ID

Interface
© Add Member Y Filter Q
Members L
First Name v Last Name Email Role Actions
MP User Admin
. MP Message Admin = )
Edward Bowyer edwardkbowyer@live.co.uk MP Certificate Admin # Offboard
MP Analytics Reader
MP User Admin
User Eleven userll@sit.testmp.co.uk AP ® Offboard

MP Certificate Admin
MP Analytics Reader

Showingitems1-20f2 Show All . D
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Step 5 — DIP ID Set-up

1. Nominate DCP
2. API Keys
3. Add Member

MHHS
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s _ ELEXON
| < PROGRAMME A
e v Data Integration Portal

MARKET PARTICIPANT
ORGANISATION

MESSAGE CHANNELS

MESSAGES PERFORMANCE

Market Participants Big Energy Company DIP ID 1494431682

DIP ID: 1494431682

GD Nominate DIP Connection Provider

Details
Company Number MPID Market Participant Role Code DIP Role Code DIP ID Effective From Date (MPR) Effective To Date (MPR)
2242424 RDG1 X Sup 1494431682 2024-07-04 2025-07-04

API Keys

Primary Key

{ Show H Copy H Regenerate ]

Secondary Key

{ Show H Copy H Regenerate ]

Interface Configuration

Please select an interface to configure for this DIP ID

Interface
© Add Member Y Filter Q
Members L
First Name v Last Name Email Role Actions
MP User Admin
. MP Message Admin = )
Edward Bowyer edwardkbowyer@live.co.uk MP Certificate Admin # Offboard
MP Analytics Reader
MP User Admin
User Eleven userll@sit.testmp.co.uk AP ® Offboard

MP Certificate Admin
MP Analytics Reader

Showingitems1-20f2 Show All . D



Step 5 — Nominate a DCP for a DIP ID

Select DIP ID to nominate a DCP for
Identify the DIP ID you wish to nominate a DCP for and click it

This will take you to the DIP ID details view.

Click the ‘Nominate DIP Connection Provider’ button.

1 Nominate DIP Connection Provider for DIP ID 1252210018

Market Participant

DIPID

Whitelist DCP's domains? []

This will allow you to invite members of the DCP organisation into yours and
assign them roles

Cancel

", MHHS
PROGRAMME
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DIPID v DIP Role Code MPID MP Role Code Effective From Date (MPR) Effective To Date (MPR) Actions

1252210018 MSA QAWD T 2024-06-24 2025-06-24

PROGRAMME R
14 Boeniches Data Integration Portal

MARKET PARTICIPANT
ORGANISATION

MESSAGE CHANNELS PERFORMANCE

MESSAGES

/' Edit W Delete

Market Participants Smart Energy DIPID 1252210018

DIP ID: 1252210018

GD Nominate DIP Connection Provider

Details
Company Number MPID Market Participant Role Code DIP Role Code DIPID Effective From Date (MPR) Effective To Date (MPR)
232424 QAWD T MSA 1252210018 2024-06-24 2025-06-24

Interface Configuration

Please select an interface to configure for this DIP ID

Interface
© Add Member Y Filter Q

Members L
First Name v Last Name Email Role Actions
Cert Admin certadm@mailinator.com MP Certificate Admin @ Offboard
User Admin useradminl@mailinator.com MP User Admin @ Offboard

Showingitems1-20f2 Show All

[l -5
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Step 5 — Nominate a DCP for a DIP ID

Select correct DCP ID to nominate

Your desired DCP should have already created a DCP ID in the portal
and shared it with you. Select you desired DCP from the Market
Participant field and then the DCP ID they have shared with you.

You must also tick the ‘Whitelist DCP’s domains’ if you intend to add DCP
users as members of your organisation to allow them to perform
administration tasks, for example create certificates or generate API
Keys. Please note, if you do not see your desired DCP listed, please ask
them to create a new DCP ID for you.

Once happy with the nomination details, click the nominate button.

‘ . MHHS ELEXON ® DCP nominated successfully x
PROGRAMME

Data Integration Portal

MARKET PARTICIPANT
ORGANISATION

MESSAGE CHANNELS MESSAGES PERFORMANCE

Market Participants Smart Energy DIPID 1252210018

DIP ID: 1252210018

Details
Company Number MPID Market Participant Role Code DIP Role Code DIPID Effective From Date (MPR) Effective To Date (MPR)
232424 QAWD T MSA 1252210018 2024-06-24 2025-06-24
DIP Connection Provider DIP Connection Provider DIP ID
Example DCP Organisation 1972356907

", MHHS
PROGRAMME
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Nominate DIP Connection Provider for DIP ID 1252210018

Market Participant

‘ Example DCP Organisation v ’
DIP ID
‘ 1972356907 v ’

Whitelist DCP's domains?

This will allow you to invite members of the DCP organisation into yours and

assign them roles

54



. MHHS
> PROGRAMME

Section 6-
Message Channel Set-up




Section 6 — Message Channel Setup

1y

WV

7 Y
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. MHHS
PROGBAMME

MARKET PARTICIPANT
ORGANISATION

MESSAGE CHANNELS

MESSAGES

Data Integration Portal

Market Participants Big Energy Company DIP ID 1494431682

DIP ID: 1494431682

Details
Company Number MPID Market Participant Role Code
2242424 RDG1 X
API Keys
Primary Key
[ Show H Copy } Regenerate }
Secondary Key
[ Show H Copy ] Regenerate ]

Interface Configuration

Please select an interface to configure for this DIP ID

IF-001 - Not configured

IF-002 - Not configured

IF-003 - Not configured

IF-004 - Not configured

IF-006 - Not configured

User Eleven

Showingitems1-20f2 Show Al

Email

edwardkbowyer@live.co.uk

userll@sit.testmp.co.uk

DIP ID Effective From Date (MPR
1494431682 2024-07-04
© Add Member Y Filter
Role

MP User Admin

MP Message Admin
MP Certificate Admin
MP Analytics Reader
MP User Admin

MP Message Admin
MP Certificate Admin
MP Analytics Reader

GD Nominate DIP Connection Provider

Effective To Date (MPR)
2025-07-04

Actions

® Offboard

# Offboard

[l [



Section 6 — Message Channel Setup

g s
PROGRAMME

ELEXON
Data Integration Portal

HOME A TICIEAN] MESSAGE CHANNELS MESSAGES PERFORMANCE
ORGANISATION
Market Participants > Big Energy Company > DIP ID 1494431682
GD Nominate DIP Connection Provider
Details
Company Number PID arket Pa ant Role Code DIP Role Code DIPID e From Date (MPR) Effective To D >
2242424 RDGL X sup 1494431682 2024-07-04 2025-07-04
API Keys
Primary key
Secondary key
Interface Configuration
Please select an interface to configure for this DIP ID
Interface
1F-001 - Configured -
Publication Configuration 7 edit § Clear
The Publication endpoint is where you receive messages sent to you from the DIP and is configured specific to each DIP ID
Publication URL

Max Message Count

Max Payload Size kb

Opt Out Preferences

Providing the ability to selectively Opt-Out of receiving messages for specific Event Codes on Interface IF-001 for this DIP ID
Select Event code

Initiall

N/A N/A

Itis not currently possible to Opt Out of [IitialRegistration] on Interface IF-001 for
", MHHS

Industry-led, Elexon facilitated
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Section 6 — Message Channel Setup

g s
PROGRAMME

ELEXON
Data Integration Portal

HOME A TICIEAN] MESSAGE CHANNELS MESSAGES PERFORMANCE
ORGANISATION
Market Participants > Big Energy Company > DIP ID 1494431682
GD Nominate DIP Connection Provider
Details
Company Number PID arket Pa ant Role Code DIP Role Code DIPID e From Date (MPR) Effective To D >
2242424 RDGL X sup 1494431682 2024-07-04 2025-07-04
API Keys
Primary key
Secondary key
Interface Configuration
Please select an interface to configure for this DIP ID
Interface
1F-001 - Configured -
Publication Configuration 7 edit § Clear
The Publication endpoint is where you receive messages sent to you from the DIP and is configured specific to each DIP ID
Publication URL

Max Message Count

Max Payload Size kb

Opt Out Preferences

Providing the ability to selectively Opt-Out of receiving messages for specific Event Codes on Interface IF-001 for this DIP ID
Select Event code

Initiall

N/A N/A

Itis not currently possible to Opt Out of [IitialRegistration] on Interface IF-001 for
", MHHS

Industry-led, Elexon facilitated
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Advice for OpenSSL Users

OpenSSL Commands required during onboarding

API Credential Certificate

To generate the CSR and Private Key:
openssl req -new -newkey rsa:4096 -nodes -keyout apicert.key -out apicert.csr -subj "/CN=<enter API credential Subject Name Here>"
To merge the Private Key and Certificate into a PFX:

openssl pkcs12 -export -out apicert.pfx -inkey apicert.key -in apicert.cer -password pass:

mTLS/Signing Certificate

To generate the CSR and Private Key:

openssl req -new -newkey rsa:4096 -nodes -keyout mtiscert.key -out mtiscert.csr -subj "/CN=<enter Subject Name here>" -addext "subjectAltName
= DNS:<enter Subject Name here>, DNS:<enter Hostname plus Domain here>*

To merge the Private Key and Certificate into a PFX:

openssl pkcs12 -export -out mtiscert.pfx -inkey mtiscert.key -in mtiscert.cer -password pass:

", MHHS
Z PROGRAMME
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Step 4b — GlobalSign Registration ‘

Guidance for Certificate Admin

Up to this point in the process, the Certificate Admin has been responsible for the vetting
process and completion.

At this point of the process you may wish to assign additional Cert Admins to complete the
upcoming sections as more technical knowledge is required to complete the next onboarding
steps. Please note, this could be someone from the DCP or a 3 Party technical Person.

As well as adding the Cert Admin to the DIP they should also be added as a new User Admin
within GlobalSign. See next page for details.

Please Note:
Additional Cert Admins are not mandatory at this point — you can

continue through the process should you wish. If you decide to not
add a new Cert Admin please ignore the next slide.

", MHHS
Z PROGRAMME




Step 4b — Create the PFX Certificate

Assigning a new Cert Admin to GlobalSign Atlas account

Home
Purchases
Identity Profiles

Discovery

2 Q29 >

Domains

>

¥ Access Credentials

A\Atlas

Home
Purchases
Identity Profiles

Discovery

B Q2 & >

Domains

<

¥ Access Credentials

7 N
AN
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Account Settings

Account Users Email History

Users @
First Name Last Name User Type
David Gardiner Admin

Account Settings

Account Users Email History
Users @

First Name Last Name User Type

David Gardiner Admin

User Status

Enabled

User Status

Enabled

Email Address

d.gardiner@avanade.com

Email Address

d.gardiner@avanade.com

Signed in as d.gardiner@avanade.cofn

Click the profile icon in
the top-right corner.
Select ‘Account Settings’
and then ‘Users’ to
obtain the new user ADD

Account Settings
Account
Users
Email History
Hide my disabled users ADD AN ATLAS ADMIN USEF
Finance Hub
Sign out
Mobile Phone N... Primary Contact ~ Actibns
0044 7789 6462... ® &
Rows per page: 10 1-10f1

Signed in as d.gardiner@ava

Hide my disabled user|

ADD AN ATLAS ADMIN USER

Mobile Phone N..  Primary Contact = Actions

0044 7789 6462.

S
® 1

Rows per page: 10 + 1-10f 1

nade.com

screen

Select ‘Add an Atlas Admin
User’ and add your new Cert
Admin to the account.

This will result in a ‘New
User Registration’ email
being sent to that person.
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Please send In your questions using
sli.do

#DIP

Questions will be answered at the end of the webinar.

A complete Q&A will be made available on the website.



MHHS Programme Communications & Support

Slido.com #MHHS

4

1y

W\
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DIP Queries & Technical
Support

* For DIP queries, please contact the DIP mailbox: y
DIP@mhhsprogramme.co.uk

* For LDSO QT queries, please contact the mailbox: g

LDSO QT@mhhsprogramme.co.uk

* For technical support, including access to the

PPC Bilaterals

The PPC Team is available for monthly bilateral
sessions with all Programme participants

The sessions are used to enable a two-way

conversation between the participants and the
Programme — wider Programme team members

Collaboration Base, please contact our IT Helpdesk

at ITHelp@mhhsprogramme.co.uk

can join these sessions as requested

e Contact PPC@mhhsprogramme.co.uk to

schedule your next meeting

The MHHS website provides access to publicly
available information on the Programme. It
includes the latest information on the Programme
workstreams, governance, news and upcoming
events.

There is a dedicated page for DIP information to
support participants with onboarding:
https://www.mhhsprogramme.co.uk/dip/dip-
quidance-documents

You can find the DIP Onboarding FAQ on the DIP
guidance page. We recommend all participants
use this while completing DIP Onboarding.

MHHS
PROGRAMME

Industry-led, Elexon facilitated

The Collaboration Base

The Collaboration Base is the window to the
Programme, providing access to documents for
information, collaboration and review

There is a dedicated page for DIP information to
support participants with onboarding:
https://mhhsprogramme.sharepoint.com/sites/Mar
ket-wideHalfHourlySettlement/SitePages/DIP-
Guidance-Documents.aspx

You can find the DIP Onboarding FAQ on the DIP
guidance page. We recommend all participants
use this while completing DIP Onboarding.

— mew

The Clock is the Programme’s weekly newsletter

It provides you with updates and key information
to support delivery of the Programme

It signposts events, plans, reporting, and
documents to assist in planning, design,
development, testing and delivery

To sign up, please contact the PPC team
PPC@mhhsprogramme.co.uk or register by
clicking in the footer of any page on the MHHS
website
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End of DIP Onboarding Guide

Thank you
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