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The DIP Onboarding Guide

Data Integration Platform

The MHHS Data Integration Platform (DIP) is provided by Elexon and developed by Avanade to allow the different Market
Participants in the electricity market to exchange messages.

The onboarding guide provides a step-by-step instructions to enable a Market Participant (MP) to complete all tasks required to
successfully onboard to the DIP and will be available for when Parties need to on-board.



DIP Onboarding Overview — Full Journey
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DIP User
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DIP User

DIP User receives an invitation to on-board to
the Pre-Production DIP where they will carry
out their qualification testing

As part of this initial on-boarding the
organisation will need to undertake the
following:

« Setup organisation including Users in DIP
* Onboard to GlobalSign the DIP CA

« Generate GlobalSign cert & API key

« Set-up DIP Ids & Message Channels

Once an Organisation has successfully passed
qualification testing their Organisational set-up
is moved to Production by the DIP Manager
Team. This does not include their User base as
this could be a different set of people.

DIP User will receive an invitation to the
Production DIP environment with a new set of
Users

New API keys & PFX certificate is required for
communication with Production DIP



DIP Onboarding Overview — Pre-Production Environments
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Support and Assistance

Support and Assistance

The process to on-board to the DIP has many intricate steps. We fully believe that if prepared correctly, these steps should complete
successfully and allow a smooth on-boarding, however, we understand that sometimes things do not go as you expect, and a helping
hand is needed.

If this situation arises, please send an email to DIPManager@elexon.co.uk with your contact details, description of the step/stage you
have reached, a short description of the problem you have encountered and someone will respond as soon as possible.

Preparation Reminder
Before on-boarding please complete the following actions:

1.

o wN

6

Have ready the assigned Primary & Certificate Admin details

Have your registered Company Name, the associated Company Number and a brief company description

Have your DNS admin prepared and ready for the DNS activity

Have your Certificate Admin, with the ability to manage through the conversion of certificates, on hand to assist (Section 4 and 5)
For non-BSCCo/RECCo qualified parties, i.e. DCPs and MDRs, a signed DIP access agreement.

Familiarisation with the DIP Rules

Post On-boarding
Ensure you have set up to optimise your DIP experience:

1.
2.

Read the DIP User Guides to understand the functions and features in detail

Ensure at least 2 each of User Admin, Certificate Admin and Message Admin are invited and joined the DIP to allow cover during holiday or
absence situations

Remember that members can have multiple roles — use according to your needs
Non-Prod & Production - different users, different certificates but only one GlobalSign registration


mailto:DIP@mhhsprogramme.co.uk
https://bscdocs.elexon.co.uk/data-integration-platform
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Preparation Activities #1
Organisational Set-up




The DIP Onboarding Guide

Organisation Prep Activities : Identifying individuals/Teams for DIP User Roles

When you receive your on-boarding proforma you will be asked for details about your organisation, this information is essential when you start to

onboard.

Within the DIP there are four Market Participant member roles which can be assigned. Any organisation member invited to the DIP can have either a
single role or be assigned multiple roles (allowing all four assigned to one person).

The individuals appointed in the Pre-Production do not carry over to Production as responsibilities within companies can vary between Production and

non-Production environments.

N

User Admin
Certificate Admin

Message Admin

Analytics Reader
DNS Admin
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The User Admin is the person who will receive the invitation from the DIP Team to join the DIP. The User
Admin role, when assigned to any member, provides the functions to add other DIP Members and
manage DIPIDs.

The Cert Admin is responsible for all certificate management, including registration, GlobalSign
verification, completion of the certificate upload, and ongoing certificate maintenance. Given the scope
of the role this may be multiple people at different parts of the process.

Will have the control and ownership of all activities relating to message processing, replay and
management.

Will only have access to review the DIP Dashboard feature.

Not a DIP login. Needs access to organisation DNS to create TXT record for certificate validation



DIP User Roles & Access

The table below outlines the DIP Portal tabs accessible to users based on their roles
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The DIP Onboarding Guide

Use of DIP Connection Providers

DIP Connection Providers (DCPs) are third-parties that provide IT services to Market Participants, the range of services can vary
from providing hosted solutions to fully managed platforms. It is possible to delegate responsibility of some of the on-boarding
tasks and ongoing DIP management functions to a DCP.

There are two options by which Market Participants can integrate DCPs within their DIP organisation:

1. Full Company/DCP Integration — where the DCP organisation is fully integrated in the Market Participant's company and are
effectively a single organisation. The access for individuals within both companies is controlled by the roles and DIP Ids
assigned to them.

2. DIP Id Management - where the DCP organisation has visibility of their clients DIP Id once the link between DIP Id & DCP ID
is made by the client Market Participant.

DCPs that have multiple clients using the DIP can effectively be on-boarded multiple times. DCPs have the ability to switch
‘context’ i.e. organisations from within their portal.

Some of the initial key on-boarding steps must be undertaken by a full-time employee of the Parent MP, i.e. Initial DIP invitation to
validate company details and the Global verification process.

", MHHS
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Preparation Activities #2
OpenSSL




OpenSSL

Choice of OpenSSL Toolset

PKCS certificates have a dual role in securing communication channels between DIP Users and the DIP, firstly for signing messages and
secondly for securing mTLS connections. PKCS certificates will need to be generated by DIP Users once provided with API keys and
secrets provided by both GlobalSign and the DIP

An internet search of SSL Toolsets will produce a plethora of results. Avanade uses Azure Key Vault to produce and manage PKCS
certificates, whilst the DIP manager has used OpenSSL from a bash script on Windows. Both are acceptable and work, please consult
your relevant IT teams for assistance on this topic.

Examples for both Azure Key Vault and OpenSSL (bash) are provided in the on-boarding guidance documentation.

", MHHS
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Section 1 —
Accessing the DIP Portal




Section 1 — User Admin Invitation w

The Invitation to Join the DIP

The process for on-boarding will commence with the Market Participant’s (MP) nominated Primary Admin receiving an email from the Programme DIP
Manager/Team (portal@Energydataintegrationplatform.co.uk) inviting them to join the DIP: The DIP Manager/Qualification Team will contact your
organisation prior to your on-boarding to receive the name of the MP User Admin.

The email sent to the Primary Admin will contain a link to the DIP ‘Sign in” home page which is shown in the forthcoming pages.

Multi-Factor Authentication (MFA) is a mandatory set up for all users who will be accessing the DIP. The MFA set up will initiate during the first sign in of each
invited user and an MFA request will occur each time any user signs in thereafter.

Once the MP Admin has been set-up, they then have the control of sending out invites to other people within their organisation who will undertake the different
activities within the DIP (described on the previous page). The steps are the same for all DIP Users after they have received the Invitation e-mail. All logins are
via DIP Users company e-mail address names.

Preparation

1. Have MS Authenticator available on your phone to enable MFA
2.  Complete and return your DIP Onboarding Preparation Pro-Forma to MHHSQualification@elexon.co.uk

If you do not receive the invite, once you are advised it has been sent, please use this link to get started:
Https://portal.uit.energydataintegrationplatform.co.uk

You should ensure this is WHITE listed and is not subject to quarantine or a suspected phishing delay.

TN
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mailto:MHHSQualification@elexon.co.uk

Section 2.5 Accessing the Dip Portal

Access via the DIP Portal is via e-mail & password with MFA

0 Click SIGN IN > e Sign in with email/password—» e Complete MFA — o Read & Accept Term of Use (first time only)

Portal Area Description
Identity of the logged in user
ELEXON Header Bar

Navigation/Menu options

Welcome Area

Common tools and Quicklinks

7N

., In the UIT environment the portal will have
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Section 2 —
Verifty Company Detalls




Section 2 — Verify Company Details

Verify Company Details

This is a one-off task undertaken by the Primary Admin for the organisation. The User Admin must enter/check the company details and has the
option to create additional users (this can also be achieved at a later stage)

Check/ amend Company Name if required @ Enter full name and
u

email of the user

Check/ amend Company Description if required G

Check/ amend Company Number if required 0
(Click here if you are acting as a DCP in the DIP) —>

Click the ‘+’ to create a Cert Admin _—1 Selectthe userrole
if the Pro-forma has not advised the User Admin is @ from the drop down (a

also the Cert Admin user can have
multiple roles)

v

Please DO NOT ADD any Market Participants: @)
This is not relevant to your company’s onboarding C] k

Select the pertinent DIP Ids
the user has access to. 16
*” MHHS Defaults to All DIP Ids

PROGRAMME
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Section 3 —
Member Management




Section 3 — Member Management

Member management is accessible from the Members sub-tab from the main Market Participant Organisation page

A Cert Admin and a Message Admin need to be added as a
first task to enable the on-boarding process

", MHHS
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Section 3 — Member Management

Inviting users from outside your organisation

You are only able to add members to your organisation
who have e-mail addresses featuring whitelisted domains,
assuming you checked the ‘Whitelist DCP’s domains’
option when nominating a DCP, you should see that
organisations domains listed. If not, or you need additional
domains whitelisted, please contact the DIP Manager.

Once verifying the desired domain is present, navigate to
the member tab

", MHHS
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Section 3 - Adding New Members to the DIP w

=

Adding New Users / Editing Existing Uers
The User Admin should sign in, access the Members tab in Market Participants, and create the Message Admin using ‘Create Member’:

Click ‘Create Member’ in the Members tab
c e reate iember in the iiembers fa o Click ‘Confirm’ to send the invitation

Add First Name, LAST
Name and a valid Email
Address

o Recommended Action:

It is advised that each Market Participant has at
least 2 User Admin, 2 Certificate Admin and 2
Message Admin’s to ensure cover is provided
during potential situations of absence.

Click @ to view list of
whitelisted domains

Click drop-down to see
available roles and

select the appropriate
organisational roles required
for the user

I:l It is also acceptable for one person to hold
multiple roles.

Please ensure you have cover for all potential
access needs.

T?@a members role, click the Edit button
against that members name.

N\
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Section 3 — Extending Members

Extending Users

It is worthwhile noting all Users within a organisation having an expiry date, this is under the control of the Users Admins within the home
organisation. It is down to the discretion of each company’s User Admin how these end dates are managed:

a Click ‘Extend’ in the
Members tab for the
specific User being
extended

e Click ‘Yes’ in the pop-up
window to confirm the
extension of the User
(at present all User
extensions are on a six-
monthly basis and they
are additive)
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Section 4 —
GlobalSign Registration & API
Key Generation




Section 4 — Background —DIP Security Requirements

Interface Code of Connection

OFGEM have programme requirements around security and non-repudiation. This means:

1. All messages passing through the DIP must be digitally signed with a PKI certificate and authenticated by API keys
2. Connections between MPs, or their agents, to the DIP must be secured via an mTLS connection.

The Interface Code of Connection provides a description of how parties need to interact with the DIP.

The DIP Certificate Authority (DCA) is managed by GlobalSign.

« Each Market Participant is responsible for their own message signing, therefore, whether you are using a DCP or not, the Market Participant
must complete the DNS and Certificate process for message signing.

« The DNS is validated by GlobalSign and therefore must belong to the Market Participant. The DNS can be the Market Participant’s web domain
or any other domain associated with the organisation.

« If using a DIP Connection Provider (DCP), the DCP should use their own mTLS certificate, and then use the MPs certificates for signing
messages. The respective Market Participant’s Signing certificate must be used to sign their messages.

Two API & Certificate pairs are required:
« Thefirstis used to authenticate against the GlobalSign API used for Signing Message Certificates
» Message Certificates signed above are then used for communication between the DIP and the MP or their agent

", MHHS
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Section 4 — Global Sign Registration & APl Key Generation

GlobalSign
Registration

", MHHS
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Step 4.1 —
GlobalSign Registration




Step 4.1 — GlobalSign Registration

The Certificate Admin must follow the following steps to initiate the GlobalSign Registration process:

ﬂ Select ‘Market Participant’
from the navigation menu

9 Check details of MP Company Details
are correct

@) Select ‘Certificates’ tab to show 5-stage )
GlobalSign Registration and onboarding /
screen

[ ]
© Click the ‘link’ to GlobalSign MHHS Services _

registration page

. MHHS
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IMPORTANT

DO NOT CLICK ‘NEXT’
until you complete
GlobalSign Registration.

26



Step 4.1 — GlobalSign Registration

The GlobalSign Registration and Verification
After clicking the link to the GlobalSign Services for MHHS home page, the Primary Certificate Admin must complete the following steps.

e
Ll

Read the GlobalSign MHHS introduction and
scroll down screen

GENERAL NOTES
Ensure you follow the GlobalSign steps as outlined in the Onboarding
Guide. DO NOT skip any steps / follow steps out of sequence.

Always check your spam when you’re stuck or expecting an email from GS.

Wait for confirmation that account binding is done from GS and API
credential ready to use before using your credentials. Otherwise, your
certificate will be created before the APl Keys gets bound to your account,
and you will run into problems with your certificate down the line.

Industry-led, Elexon facilitated

Complete the form in the lower half of
the GlobalSign MHHS screen

»
»

INSTRUCTIONS

. The details entered in fields FIRST NAME, LAST

NAME, JOB TITLE in the ‘About You’ section
should be the person dealing with the certificate
request (Cert Admin) and GlobalSign vetting.
Global Sign will contact the named individual and
verify they are a current full-time employee and
authorised to create a signing certificate.

. The EMAIL ADDRESS provided is where all Global

Sign communications will be sent for vetting only.

This should be the Certificate Admin’s email
address.

It is also acceptable to have a ‘generic’ email
which is available to multiple people to monitor
but must be accessible by the Cert Admin.

Please enter a direct contact number of the Cert
Admin into ‘Contact Phone Number’: utilised to
help in case the primary verification is unsuccessful

Click ‘I am not a robot’ then SUBMIT to conclude

. You will receive a “Thank you for you interest in

GlobalSign” message



Step 4.1 — GlobalSign Registration w

The GlobalSign Registration and Verification
The email from GlobalSign will include their 12-step guide in the way of an itemised checklist — please follow as instructed.

After completing and submitting the GlobalSign Online Form an
email will be received (as below) with a 12-step guide The following pages will provide guidance on the key steps of
the GlobalSign ATLAS requirements. Steps 1-3 are self
explanatory: note the 24hr window for Step 3.

Email arrival time:

within 30 minutes of
completing the online form anc

receiving the 12-step email

Within 1 minute of clicking
the ‘New User Reg’ link

<4— Upto24hrs

<« May arrive within 1hr of step
\ 2 completion

y

See next 2 pages for screens expected

to complete your quotation in the Atlas
account

— U

N\
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Step 4.1 — GlobalSign Registration

GS Step 1 & 2 — Accept your invitation to the Atlas Portal

0 On receiving the email from Globalsign you will receive an
invitation to access the Atlas Portal

Review the Master Service
Agreement and continue..

N\
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9 Follow the guidance in the email and complete the selections shown




Step 4.1 — GlobalSign Registration w

GS Step 3 — Approve Quotation - Set-up Payment Method (1 of 2)
A mustard tile will appear requesting the Payment Method is set-up. Choose invoice. This is only required for the GlobalSign system to function, NO ACTUAL PAYMENT is required.

0 LOGIN to Atlas and click the ° "tile e Choose Invoice

N\
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Step 4.1 — GlobalSign Registration w

GS Step 3 - Approve the quotation (2 of 2)
NOTICE: Your quotation is ready’, a BLUE TILE will appear in your dashboard. Click this to continue through the onboarding process.

c On receiving the email advising you're your quotation is ready, e Follow the guidance in the email and complete the tick box selections shown
LOGIN to Atlas and click the ‘View and Accept Quote’ tile

Check this box —»

]

9 The £0 quotation will appear. Scroll down the page to complete
the quotation acceptance see step

0 Complete quotation acceptance by clicking ‘Use this payment
method’ button, this will return you to the dashboard

[ ]

iy
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Step 1 — GlobalSign Registration w

GS Step 4 — Request Identity Profile

e The DASHBOARD will default to the below 3 tiles — please await the
MUSTARD TILE in Step e before proceeding (up to 20-30
minutes)

@ Start STEP 4 (of the 12-step guide on slide 19) by clicking the
new mustard coloured tile.

iy
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Step 1 — GlobalSign Registration

GS Step - 4 Create the Identity Profile

This requires accuracy in completion of the
Identity Profile.

Each field will be used to verify the name
provided is a known full-time employee of the
company ORGANISATION NAME (O).
ADVICE - let your receptionist know an
anonymous call may be received to avoid issue

iy
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Create a profile name

Enter the COUNTY here

Enter the TOWN here

—>

T

N

This must be the ACCURATE
Registered Company Name and is
used to locate and call the company
HQ.

*
Click to start verification




Step 1 — GlobalSign Registration w

GS Step 5 - GlobalSign Verification
Step 5 is the pause in the middle of the process where GlobalSign, through their own mechanisms, will conclude the vetting.
As shown below, there is a 72hr window for verification before you can proceed with steps 6-12.

Step 5 involves the original submitted name (Cert

Admin) being vetted by telephone call, against the
‘Organisation Name’ entered in the Identity Profile >

The completion of the
IDENTITY PROFILE
starts the 72hr
verification process

The time taken for
verification may take only a
few hours however it should

not exceed 72hrs after . . .
completing step 6 : What happens during GlobalSign (GS) vettlng?
GS will call the HQ number that they have uncovered from their secure
vetting process. It doesn’t matter if the contact is located at the HQ, or not;
what they seek is that the HQ either
— i) transfers their call to the contact so they can speak with them; or

i) gives them the contact’s phone number (can be landline or mobile) or
email address so they can contact them.

If neither of the above happens, GS they will send a postal challenge letter

for that contact, to the registered business address so that they (GS) can be

contacted directly.

", MHHS
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Step 1 — GlobalSign Registration

GS Step 5 - GlobalSign Verification
Step 5 is the pause in the middle of the process where GlobalSign, through their own mechanisms, will conclude the vetting.

As shown below, there is a 72hr window for verification before you can proceed with steps 6-12.

A verification e-mail will be sent

DO NOT PROCEED UNTIL A VERIFICATION EMAIL HAS
BEEN RECEIVED

. MHHS
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Step 4.2 —
Generate GlobalSign API
Credentials




Step 2 — Generate GlobalSign APl Credentials

Generate API Credentials, PFX Signing Certificate and DIP Upload Overview (GS Steps 6-10)

1 | 2 | 3 | 4 | 5 | 6 | 7

Create API Generate CSR & Load CSR file Generate CER
Credentials KEY file into GlobalSign file
(Secret & API Portal
key)
— g =
Y = o= =
e

1

W

«

T <« R

A certificate generation capability/tool is required to undertake steps 2 & 6.
Example usings Azure Key Vault and native OpenSSL commands are provided below

The end result is a PFX file loaded into the DIP

. MHHS
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Download CER
file from Global
Sign Portal

il
I

Merge CER & Upload the GS

KEY file to API Key &

generate PFX Secret, with the

certificate PFX Certificate,
to the DIP

il
I

op €5

N4

o

AN
—_—

i

|
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Step 2 — API Credentials

GS Steps 6-10 - Generating API credentials
The Certificate Admin must complete the API Certificate generation within the Global Sign Atlas system once ‘Identity Validation’ has been
confirmed.

G Login to GlobalSign Atlas.
—> Select ‘Generate API Credentials’ option

", MHHS
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Step 2 — API Credentials

Generating API credentials

The Certificate Admin must complete the API Certificate generation within the Global Sign Atlas system once ‘Identity Validation’ has been
confirmed.

Select ACTIVE certificate to assign
Internet SSL to your credentials, then
Click CONTINUE

You must select ‘View and Copy’ in the ‘How would , e
you like to receive your API credentials’ page,
then Click CONTINUE

N\
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Step 2 — API Credentials

Generating API credentials with GlobalSign
Continued......

Give the credential a familiar name (any
text you wish) and record this safely and
click ‘CONTINUE’

Enter and take a note of your ‘familiar
name’ then click
CONTINUE

", MHHS
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Click ‘Download key and secret as .csv’ button and save file.
Alternatively (and) click both the API Key and API Secret ‘Copy Key
to clipboard’ and store in a .txt file for the next stage.

PLEASE NOTE!
You must DOWNLOAD the .CSV.

Once you navigate away from this page you
cannot return to access this content.

40



Step 2 — API Credentials w

Generating CSR & Key File

GlobalSign provided the APl Key and Secret. The DIP requires a validated certificate in PFX format together with these API credentials. The
following will be conducted outside of the DIP by someone with technical understanding of generating a certificate.

Select a CSR(Certificate Signing Request) generation tool and create a CSR. Two methods tried and tested are Azure Key Vault & OpenSSL
Azure Key Vault @ @

Create a CSR with any subject name.
YOU MUST select Key Size 4096 in Advanced Policy Config.
Click DOWNLOAD CSR to save your CSR file.

Open the CSR to check structure is correct.

+ Download CSR

Please
ensure you

select Key
Size 4096

Please click ‘YES’ to Enable Cert Transparency

Certificate Type must be blank — no entry!

", MHHS
Z PROGRAMME
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New Slide

Openssl version:

openssl req -new -newkey rsa:4096 -nodes -keyout apicert.key -out apicert.csr -subj "/CN=onboarding_key"

Generates two files:

Certificate Signing Request (.csr)

MIIEXjCCAkKY CAQAWGTEXMBUGA1UEAwWwWOb25ib2FyZGluZ19rZXkwggliMAOGCSqG
SIb3DQEBAQUAA4ICDwAwggIKAoICAQCIcss8+dKyWTFkG3+F3iJJKOD011k7yCqC
KGDJERKgTTpKaMHBOkpAkg6E+MIsP68LtWCp6UljhDjccFRKD5IX3EyvGAIVFOO4
wMPwU7duED13VIOnFag7dAcQtCFdkzZ1N6dfoYqu9yCsUW]j6Pp/3Fdolu8brjvX8
fq6lpXOCAKnHOPdfpj8hkeMFIgD1wU3PLLyX1ftabmIwBOkBhOGQbsbjAMggA|jlz
ZYh3i8QISql6K5TkF ClexUWtfpS2vVgQMoQ1DfSTwewRY8mKYMPBQq371N7in4oBp
z29HIcZ0UTIt/pfvtmK9atY4APZtQLROsm7YI+eloGvfldSYC/1y4pUcKeRmFodD
2iuhCKspOyKugmmvyg3wwY 7 TuUwPb8Zh28stOnw4ituAheeM5mgoEcHCbwolG9zs
RtXOW66w9iLb84r6jIDf+9Xfps6Dj+dezTesD8N2QPgsInpsmR2027xicCWycUmk

ihY+qEThEjO8x4iP4AtsIUyilQxfIrOMAEopuWS07O0tWGPaV8SPBpay T/9hg2WHW
LRK5It6C/N+wyO/RrJhLmfWQKQtpOvpWwpBH4QITaovwsEMFB2/P7gKibMCYNVer
3IRPIVpeldFmMX0WNMIpXJUyRRgM20Sjh4CCLEBEGY TZ7eXzcgNRNwhu/ERbIOIR
CyRc1aYJUY+F5w+4j6R/UINjGFzZmIuWmnKDw58aESADtQwom9OMImiklliY GJZ
4Wo2yL HeonS7pirc48c5aJ7ytDxygs|7GXAireU1X8ChbnBOBTGCXwIyzhyZDexV
MBNBSYDG/VMNuOBP8NDffwjzLJCYQw21t9gKyns/A6apE2bNNOecc+tXJOIdU01Z
EzII8Y6Zf8hWKoj30QatNCKI4ZcnoKxuxAy7KR+RRXhohXHSTk2C2WL 15mOgidk4
BalLB3Jmkce3h1QmdFrJswkee06652jk8KVMwL3mtf9EKDVUHNG+nDOYIAT3TX5
1VX9Mily1ZrOiWtRBMcU32fE

MHHS
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Private Key (.key)

MI1JQwIBADANBgkqhkiGOWOBAQEFAASCCS0wggkpAGEAACICAQCIcss8+dKyWTFk
G3+F3iJJKID011k7yCqCKGDJERKgTTpKaMHBOKpAkg6E+MIsP68LIW Cp6UIhDjc
cFRKDS5IX3EyvGAIVFOO4wMPWU7duED13VIOnFag7dAcQiCFdkzZ 1N6dfoYqudyCs
UW;j6Pp/3F dolu8brjvX8fq6lpXOCAKnHOPdfpj8hkeMFIqD1wU3PLLyX1ftabmlw
BOkBhOGQbsbjAMgqAjlzZYh3i8QISqIBK5TKFClexUWtipS2vVgQMoQ1DfS TwewR
Y8mKYMPBq37 1N7in40Bpz29HIcZ0UTIt/pfvtmK9atY4APZtQLROsm7Y +eloGvf
IdSYC/1y4pUcKeRmFodDYvN+sCYpt23aM3TAQIVgmDB668y/hOBOFeECNEdpPORB
ig0AGjVdeltXIVRHjJC+/e61WA2PIRoSVbTPEEXWuhadq75JGTKIYUBKW4jdctRM
r2YcM4K3n9CPkHhc7p7b71VjS31Tm7860ZTwzX5ygM2av7thimWnMWpEORbcpAOW

ZqKSRdu92gboflCx1/ERHcz4ftW94otonWjhkgbM58mFH8NVKHsxrYcPo3WU6Qml
JDuUjbtX1Y3ekyuB2id9LeMn7po+4PacZN6L6nWFgtKigOCrrzzLAbVpgupWwWdD
SFz6763+pwQutY3+1Q4euvOcFfDDOQIDAQABAOCICABYVGItsZWP+WLQMtBkyaQXv
FehWk8ngKL3Xr/VKa8dZ0CoustqDM+S31t50BK44ykrhiNORw+X3X8NIflpW6IDG
2FCfezEbEMRIORF5xQS0tYm6V9l6ulebEeVm2STLW+sgNEAnLkhP1UsvwUOOKKCN
G+TM7e6gAgse75QX0T6yUqJ8jV/u3pUOGNSMS X5ral/T4LjydLwludnF32Mty7li
ESYCapInVDmFXvAYKOit’/hzCjrRgbgw+YG06owJ275HMyF5KDOjB5cCTVqwbT3ZT
RBieLkW6XCqSveZXPzZXCoJ3kilGCqWtiMY50F+uqTe9vUH6W4bRFvzIAb5eDJpb
0XEQcYZmIBNBNEf81f7hqV4A7qcwXzg=
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Step 2 — API Credentials w

Generating the correct key format for upload to the DIP
The Certificate Admin must return to the GlobalSign Atlas system to complete the next stage of certificate preparation for the DIP.

NOTE: If you have appointed a new Cert Admin into the Atlas account, they can complete the following steps.

[ » » >
» » »

Sign in to the Atlas system. On the subsequent screen, select the option Select the API Credentials just made Paste the CSR generated into the
Open your Dashboard. ‘Directly via the API using the ‘Familiar Name’ space provide then
Select ‘Generate mTLS Certificates’. click CONTINUE

N.B. Even though the
GlobalSign screen states
‘Paste in a 2048 CSR, this is
incorrect, it should be a 4096
CSR

N\
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Step 2 - API Credentials ﬂ

Create a PFX Certificate for Upload to the DIP

The output from the GlobalSign system requires the key to be converted to PFX format. This is completed using OpenSSL
This section is OUTSIDE DIP and GlobalSign (Example shown is Azure Key Vault)

» » »
» » »

If successful the following screen appears. Re-open the certificate generation tool Download the certificate as a PFX file, ensuring
no password is specified.

You must now Copy to Clipboard (or Cut-n- Select ‘Merge Signing Request’, from the menu to merge the
paste) the certificate into a Notepad file. private key and public key
Save the Notepad file as a .cer
e.g. ‘certname.cer

Select the file created in Step 5, e.g. certname.cer

i

The resulting PFX format file will be listed in a

A ‘toast’ pop-up will confirm the download area ready for the next step

merge was successful

2 edip-lcv-ms-poc-uks-OOZ-aIan-mhhs-dip01-at\as-mtls-2023100 @A 03/10/2023 16:42

N\
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Step 2 — API Credentials ﬂ

Return to the DIP to upload API credentials
The Certificate Admin will return to the ‘Certificates’ tab as below and click the NEXT button to proceed:

© [ |

Click ‘NEXT’ to move to on to
9 C] ‘API Credentials’ entry 45
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Step 2 — API Credentials w

Upload API Credentials
The Certificate Admin must now upload the GlobalSign APl Key & Secret, together with the PFX Certificate, to the DIP.

» »
»

Certificate Admin will Sign Into DIP  The process will have moved to STEP 2 ‘API Credentials’ If the API entries are confirmed, The following screen will appear
and click the ‘Market Participant’ and Add the Global Sign generated information: A pop-up ‘Added successfully’ appears (1) ‘Onboarding status updated successfully’.
select ‘Certificates’ tab to display the 1. Insert the API Key (1) click ‘Save’ to continue (2) 1. Confirmation with “Toast’ Pop-up (1)
process page 2. Insert the API Secret (2) 2. Confirmation onscreen message (2)
3. Click ‘Next’ to progress to Domain

3. Click@ to upload the PFX Certificate (3) @

4. Click ‘Validate’ button (4) Registration & Verfication (3)

- ®

Insert API Key

) =5 8

CIick@ and select your PFX version of the API Certificate Y %

N\
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Step 4.3 & 4.4 —
Domain Registration &
Verification




Step 3 & 4 — Domain Registration & Verification w

Register and Validate the Company Domain in the DIP

The Certificate Admin will work with a DNS Admin to complete the Domain registration in DNS.

» » »
» » »

Follow steps 1-3 to enter the MPs Domain Oncle yfrhha;gﬂﬁrstnext, ¥ou Wt”ll'n bzaskzd to DNS Admin should add the record details Certificate Admin can check
Name being used for GlobalSign verification reselec : TXT R a31e_”rom e 6rop own into the DNS (6) with the values specified = SUCCESS or FAIL of verification:
into the GlobalSign Domain Creation field anda ecord will appear (6) ‘@’ and the txt into VALUE If Successful click ‘Next’

NOTE that a *." may appear after the Domain Name

DOMAIN, th lick ‘SUBMIT" (4)
° , then click “'SU ) — this is not an issue and you should proceed

=@

)

. O s ©
®

@ - Certificate Admin, on confirmation DNS , o
Record has been added (can be up to Domain Validation Successful
@ 1Hr), will click the Check box (5) and The DNS entry should not be
then click the SUBMIT button (7) removed as it is used for renewals

Please take a note of the ‘Name’ = ‘@’ and
the VALUE is a ‘txt’, and pass both to DNS Admin
for insertion into the DNS BEFORE clicking (5).

N\

", MHHS
Z PROGRAMME

N Industry-led, Elexon facilitated

(R



. MHHS
¢ PROGRAMME

||||||||||||||||||||||||||||||||

Step 4.5 —
DIP Certificate Creation




Step 4.5 — DIP Certificate Creation ﬂ

Generate mTLS & Signing Certificate Overview

To generate a mTLS or a signing or a combined mTLS/signing certificate follow the steps below:

Generate CSR & Load CSRfile into  Generate CER file Download CER file Merge CER & KEY

KEY file DIP from the DIP file to generate
PFX certificate
o _
N —
N j _ — 1 \l/l ~ | gp =
— — N2 — NS
= = S Y - ¥
— — 5

A certificate generation capability/tool is required to undertake steps 1 & 5.
Example usings Azure Key Vault and native OpenSSL commands are provided below

The end result is a PFX file

", MHHS
Z PROGRAMME
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Step 5 — Certificate Creation w
: €D
Step 1. Generate CSR & KEY file —
c Login to the DIP as Certificate Admin From the Create Certificate pop-up
. Enter the required Host Name & Domain Name. Domain name is taken from a drop
1. From the Market Participant menu select the Certificates tab down populated by the list of domains registered against the organisation.
2. Select the €5 Create Certificate option 3. Select ‘Certificate Purpose’ to choose a “mTLS” (for DCPs), “Signing” (for MPs) or

“‘mTLS & Signing” certificates (both)

Subject name is generated from values provided

Select Copy - this will copy the Subject Name - SN

You will also need to copy the Domain Name & Host - DN&H

o0

D,

N\
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Step 5 — Certificate Creation

Step 1 (cont). Generate CSR & KEY file (Azure Key Vault version)

Using the details from the previous step

Open the Certificate Creation Tool (e.g. Azure Key Vault)
1. Click (select) to generate a certificate (in AKV click Generate/Import)

2. Give the certificate a name (no spaces)

3. Choose ‘Certificate used by non-integrated CA’ from drop down

4. Enter ‘cn=*then paste the SUBJECT NAME (SN) copied from previous step /

5. IMPORTANT - click ‘DNS Names’ and complete the 2 entries — SN & DN&H copied from @
previous step

6. Click ‘Not configured’ next and ensure Key Size is 4096

7. Click ‘Create’ button to create CSR & KEY files

) ]

8. Open the generated CSR
9. Download CSR

N\
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Step 5 — Certificate Creation

Step 1 (cont). Generate CSR & KEY file (OpenSSL version)

1. Using the Subject Name (SN) and the Host & Domain Name (H&DN) copied from previous step:
2. Enter the command OpenSSL command:

openssl req -new -newkey rsa:4096 -nodes -keyout mtiscert.key -out mtiscert.csr -
subj "/CN=<SN>" -addext "subjectAltName = DNS<H&DN>, DNS:<SN>"

3. This will generate two files: CSR & KEY files

Industry-led, Elexon facilitated
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Step 5 — Certificate Creation

2. Load CSR file into DIP 3. Generate CER File
3. Open the downloaded CSR file into a text editor
5. PASTE the Certificate Text into the CSR 6. Click ‘Create Certificate’
field in DIP

7. ‘Toast advises successful certificate generation

4. Select the Certificate Text

", MHHS
Z PROGRAMME
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Step 5 - Certificate Creation

4

4. Download CER file from DIP

The Certificate Admin will be presented with a list of certificates associated with the organisation and can DOWNLOAD the ACTIVE certificate.
1. The list of your available certificates are displayed within Market Participant menu

2. Click ‘Certificates’ tab and check certificate is ISSUED

3. Click Download to utilise the new ISSUED certificate.

] -

v
—

Open the downloaded Certificate file and
Click ‘Details’ Tab.

Check validity by comparing Serial Number
matches.

Check Subject is as expected.

1y

N\
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Step 5 — Certificate Creation

5. Merge CER & KEY file to generate PFX certificate (AKV version)
Final stage of the process must be conducted within the Certificate Generation tool chosen earlier

1. Select menu option ‘Merge Signed Request’

—» 2. A‘toast’ pop-up will confirm the merge was successful

Select the FILE downloaded from the DIP Portal
(a .cer file — example shown below)

& . MHHS-DIP-Certificate-01F7C0143456CD7A0CFDA138A616B44F.cer ~ ——— Select the certificate and choose ‘Download in PFX/PEM Format’

= edip-kv-ms-poc-uks-002-alan-mhhs-dip01-atlas-mtls-20231003. pfx

N\
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3. The certificate must now be downloaded as a PFX WITHOUT Password.




Step 5 — Certificate Creation

5. Merge CER & KEY file to generate PFX certificate (OpenSSL version)

To generate the PFX file :
1. Enter the command OpenSSL command:

openssl pkcs12 -export -out mtiscert.pfx -inkey mtiscert.key -in mtiscert.cer
-password pass:

2. This will merge the CER and KEY generate a PFX file

", MHHS
Z PROGRAMME
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Step 5-
Setting up DIP IDs




Background — DIP Roles

Role ID DIP Active Requestable role Service Name Market Segment/Role Market Participant
Role

MSA * v Metering Service (Advanced) Advanced Market Segment T
ADS * v Advanced Data Service (0]
MSS * v Metering Service (Smart) Smart and Traditional (non-Smart) Market Segments S
MRS Metering Reading Service 6
SDS * v Smart Data Service N
SMSO ¥ v Smart Meter System Operator
MDR $ v Meter Data Retrieval Service
UMSO * 4 Unmetered Supplies Operator Service Unmetered Supplies Market Segment 3
UMSDS * v Unmetered Supplies Data Service Q
MDS * Market-wide Data Service BSC Central Settlement (CS) n/a
LSS * Load Shaping Service n/a
ISD * Industry Standing Data n/a
VAS * Volume Allocation Service n/a
REGS * 4 Registration Service Registration P
SUP * v Supplier Supplier X
MAP ¥ 4 Meter Asset Provider 8
LDSO * v Licensed Distribution System Operator (IDNOs & DNOs) Distribution Network Operator R
EES * Electricity Enquiry Service RECCo L

$ - MDR has the option to use the DIP for message exchange

¥ - MAP & SMSO roles do not participate in message exchange in the DIP

1y

N\
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Step 5 — Background for Suppliers

Market Participant Data Setup - Supplier

Market Participant
Company

Company Number

", MHHS
Z PROGRAMME

\\‘ Industry-led, Elexon facilitated

All the data required for each Market Participant on-boarding onto the
UIT environment has been set up in advance.

Each Supplier requires a DIP Id for each of the MPIDs they are
qualifying

Optionally each Supplier will need to understand their MDR status.

60



Step 5 — Background for Suppliers/Smart Data Services — consideration of MDR function

Suppliers and Smart Data Services Participants have choices about how to operate the MDR function within the MHHS Design.

Depending on how Suppliers and Smart Data Services intend to use the MDR function, this may involve some additional DIP
Onboarding steps for how to set up the MDR Market Role.

Note - the DIP has separate DIP IDs that need to be set up and configured to support the use of the MDR function

The ‘MDR’ Market Role Participant details are used for two (2) purposes within the MHHS design

1. Registration Process (Mandatory)
 MDR identity details are used for populating data items within Registration DIP messages to ensure that every MPAN has a

registered MDR Participant with the Registration systems for external party validation purposes (e.g. DCC).

2. Sending / Receiving DIP messages (Optional)
 MDR Participants using the MDR DIP Market Role wish to ‘opt-in’ and use the optional DIP messages introduced under CR-

023 — Standardisation of Interfaces within the SDS

For example,

» Where the Supplier intends to appoint themselves as an MDR for each MPAN and continue to collect consumption and generation
data via the DCC using their existing Supplier User Roles then an additional separate DIP ID will be required to be set of for the
DIP Market Role of ‘MDR’

» If the Supplier, using its MDR function, also wishes to use the optional DIP messages introduced under CR-023 — Standardisation
of Interfaces within the SDS to send / receive DIP messages (IF-061 to IF-065 messages) then this is an extra configuration
required within the DIP to create a SDS to MDR Pairing.

", MHHS
Z PROGRAMME 61
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Step 5 — DIP ID Set-up

Create a new DIP Id:

", MHHS
Z PROGRAMME
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Step 5 — DIP ID Set-up

Select DIP ID to administer:

", MHHS
Z PROGRAMME
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Step 5 — DIP ID Set-up

1. Nominate DCP
2. API Keys
3. Add Member

", MHHS
2 PROGRAMME
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Step 5 — Nominate a DCP for a DIP ID A

0 Identify the DIP ID you wish to nominate a DCP for and click it
This will take you to the DIP ID details view.

Click the ‘Nominate DIP Connection Provider’ button.

Your desired DCP should have already created a DCP ID in the portal and shared it with you. Select you desired DCP from the Market Participant
field and then the DCP ID they have shared with you.

You must also tick the ‘Whitelist DCP’s domains’ if you intend to add DCP users as members of your organisation to allow them to perform

administration tasks, for example create certificates or generate API Keys. Please note, if you do not see your desired DCP listed, please ask them to
create a new DCP ID for you.

Once happy with the nomination details, click the nominate button.

", MHHS
Z PROGRAMME
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Section 6-
Message Channel Set-up




Section 6 — Message Channel Setup
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Section 6 — Message Channel Setup
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You have successfully onboarded
to the DIP
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Adding GlobalSign Admins




Step 4b — GlobalSign Registration
o

Guidance for Certificate Admin

Up to this point in the process, the Certificate Admin has been responsible for the vetting
process and completion.
At this point of the process you may wish to assign additional Cert Admins to complete the

upcoming sections as more technical knowledge is required to complete the next onboarding
steps. Please note, this could be someone from the DCP or a 3" Party technical Person.

As well as adding the Cert Admin to the DIP they should also be added as a new User Admin
within GlobalSign. See next page for details.

Please Note:
Additional Cert Admins are not mandatory at this point — you can

continue through the process should you wish. If you decide to not
add a new Cert Admin please ignore the next slide.

", MHHS
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Step 4b — Create the PFX Certificate

Assigning a new Cert Admin to GlobalSign Atlas account

PROGRAMME

Industry-led, Elexon facilitated

* MHHS

[in

P

Click the profile icon in
the top-right corner.
Select ‘Account Settings’
and then ‘Users’ to
obtain the new user ADD

screen

Select ‘Add an Atlas Admin
User’ and add your new Cert
Admin to the account.

This will result in a ‘New
User Registration’ email
being sent to that person.

72



Background Material

Other resources

A full interactive demo of the on-boarding process can be found:

https://www.youtube.com/watch?v=8K3fWSJFv0Ok

. MHHS
2 PROGRAMME
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https://www.youtube.com/watch?v=8K3fWSJFv0k
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DIP Onboarding Overview — Promotion to Production

< 5 — Certificate Creation
7/

4 — Domain Verification

Vi
o < 3 — Domain Creation >
Access DIP - :
Bortal ( 2 - API Credentials )

o < 1 - GlobalSign Registration >

Company

E Details 9

Certificate
Member Management

Management e

DIP Id

Management e

Message
Channel

Organisation

Preparation

Setup

", MHHS
Z PROGRAMME

Promotion to Production phase of
DIP on-boarding involves
transferring parties from the DIP UIT
environment to the DIP production
environment once they receive their
PAB qualification.

The set of activities that need to be
undertaken is a reduced set of
instructions when compared to the
initial UIT on-boarding tasks. All of
the ‘heavy lifting’ has already been
done.
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Promotion to Production — Summary of Tasks

4

1y

(R

7’

\

1. Access DIP Portal

*DIP Manager will send out the invite to on-board to the Production once they receive confirmation of PAB approval

2. Member Management

*The user base from each organisation is NOT copied from UIT. It is recognized that many companies will have different user bases between
Production and non-Production

3. Certificate Management

*No requirement to on-board to GlobalSign
*New Globalsign signing certs and DIP MTLS/Signing certs are required

4. DIP |d Management

*MPIDs/DIP 1ds/DCP Ids are copied over from UIT by DIP Manager
*DIP Manager updates the effective from time for each DIP Id according to the PAB guidance
*Qualified Party needs to download the pertinent API keys for each production DIP Id

5. Message Channel Setup

*Updated webhook configuration is required as the transfer of data from UIT to Production does NOT include the webhook config

. MHHS
2 PROGRAMME
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Promotion to Production — Accessing DIP Portal & Member Management

e 1. Access DIP Portal

« DIP Manager will send out the invite to on-board to the Production once
they receive confirmation of PAB approval

mmmm 2. Member Management

* The user base from each organisation is NOT copied from UIT. It is
recognised that many companies will have different user bases between
Production and non-Production

« Set up Users as per earlier advice (slides 17-21)
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Promotion to Production — Certificate Management

s J. Certificate Management

* No requirement to on-board to GlobalSign

* New Globalsign signing certs and DIP MTLS/Signing certs are
required

", MHHS
Z PROGRAMME



Promotion to Production — Certificate Management w

For each Company promoted into Production a new set of API Credentials and PFX mTLS/Signing
Certificate need to be produced for upload into the DIP

1 | 2 | 3 | 4 | 5 | 6 | 7

Create API Generate CSR & Load CSR file Generate CER Download CER Merge CER & Upload the GS
Credentials KEY file into GlobalSign file file from Global KEY file to APl Key &
(Secret & API Portal Sign Portal generate PFX Secret, with the
key) certificate PFX Certificate,
to the DIP
- — " —| = [
TL R = == —1 TT
NS — = — N
—X — S RN
—x X = -
= x— =
X — ;‘;

The steps taken are exactly the same as those provided earlier — see slides 37-57

The end result is a PFX file loaded into the DIP

", MHHS
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Promotion to Production — Certificate Management

— 4. DIP Id Management

*MPIDs/DIP Ids/DCP Ids are copied over from UIT by DIP Manager
*DIP Manager updates the effective from time for each DIP Id according to the PAB guidance
*Qualified Party needs to download the pertinent API keys for each production DIP Id

The steps taken to generate
the API keys are exactly the
same as those provided earlier
— see slide 64

N\
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Promotion to Production — Certificate Management

— 5. Message Channel Set-up DIP Id

*MPIDs/DIP Ids/DCP Ids are copied over from UIT whilst the webhook links are not as Production URLs need to be defined
+|t is recommended that the APl is used to set the webhook URLSs is used instead of the DIP Portal

* APl to use is:
https://app.swaggerhub.com/apissMHHSPROGRAMME/SubmitEvents/1.8.3#/DIP%20Channel%20Publication%20Configuration/configur
ePublication

*Using the APl means that Production PKCS (generated and uploaded in the previous steps) can be tested before any actual message
exchange has been initiated.

N
AN
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https://app.swaggerhub.com/apis/MHHSPROGRAMME/SubmitEvents/1.8.3#/DIP%20Channel%20Publication%20Configuration/configurePublication
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End of DIP Onboarding Guide

Thank you
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