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The DIP Onboarding Guide

Data Integration Platform

The MHHS Data Integration Platform (DIP) is provided by Elexon and developed by Avanade to allow the different Market
Participants in the electricity market to exchange messages.

The onboarding guide provides a step-by-step instructions to enable a Market Participant (MP) to complete all tasks required to
successfully onboard to the DIP and will be available for when Parties need to on-board.



DIP Onboarding Overview — Full Journey

A

DIP User

- O,

DIP User

DIP User receives an invitation to on-board to
the Pre-Production DIP where they will carry
out their qualification testing

As part of this initial on-boarding the
organisation will need to undertake the
following:

» Setup organisation including Users in DIP
« Onboard to GlobalSign the DIP CA

« Generate GlobalSign cert & API key

« Set-up DIP Ids & Message Channels

Once an Organisation has successfully passed
qualification testing their Organisational set-up
is moved to Production by the DIP Manager
Team. This does not include their User base as
this could be a different set of people.

DIP User will receive an invitation to the
Production DIP environment with a new set of
Users

New API keys & PFX certificate is required for
communication with Production DIP



DIP Onboarding Overview — Pre-Production Environments
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Support and Assistance

Support and Assistance

The process to on-board to the DIP has many intricate steps. We fully believe that if prepared correctly, these steps should complete
successfully and allow a smooth on-boarding, however, we understand that sometimes things do not go as you expect, and a helping
hand is needed.

If this situation arises, please send an email to DIPManager@elexon.co.uk with your contact details, description of the step/stage you
have reached, a short description of the problem you have encountered and someone will respond as soon as possible.

Preparation Reminder
Before on-boarding please complete the following actions:

1.

ok b
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Have ready the assigned Primary & Certificate Admin details

Have your registered Company Name, the associated Company Number and a brief company description

Have your DNS admin prepared and ready for the DNS activity

Have your Certificate Admin, with the ability to manage through the conversion of certificates, on hand to assist (Section 4 and 5)
For non-BSCCo/RECCo qualified parties, i.e. DCPs and MDRs, a signed DIP access agreement.

Familiarisation with the DIP Rules

Post On-boarding
Ensure you have set up to optimise your DIP experience:

1.
2.

3.

Read the DIP User Guides to understand the functions and features in detail

Ensure at least 2 each of User Admin, Certificate Admin and Message Admin are invited and joined the DIP to allow cover during holiday or
absence situations

Remember that members can have multiple roles — use according to your needs
Non-Prod & Production - different users, different certificates but only one GlobalSign registration


mailto:DIP@mhhsprogramme.co.uk
https://bscdocs.elexon.co.uk/data-integration-platform
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The DIP Onboarding Guide

Organisation Prep Activities : Identifying individuals/Teams for DIP User Roles

When you receive your on-boarding proforma you will be asked for details about your organisation, this information is essential when you start to

onboard.

Within the DIP there are four Market Participant member roles which can be assi
single role or be assigned multiple roles (allowing all four assigned to one person?.

ned. Any organisation member invited to the DIP can have either a

The individuals appointed in the Pre-Production do not carry over to Production as responsibilities within companies can vary between Production and

non-Production environments.

R

User Admin
Certificate Admin

Message Admin

Analytics Reader
DNS Admin

", MHHS
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The User Admin is the person who will receive the invitation from the DIP Team to join the DIP. The User

Admin role, when assigned to any member, provides the functions to add other DIP Members and
manage DIPIDs.

The Cert Admin is responsible for all certificate management, including registration, GlobalSign

verification, completion of the certificate upload, and ongoing certificate maintenance. Given the scope
of the role this may be multiple people at different parts of the process.

Will have the control and ownership of all activities relating to message processing, replay and
management.

Will only have access to review the DIP Dashboard feature.

Not a DIP login. Needs access to organisation DNS to create TXT record for certificate validation



DIP User Roles & Access

s
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The table below outlines the DIP Portal tabs accessible to users based on their roles

-

W

DIP Portal

Roles Tabs — Market Participant Org Message Channels Messages Performance
. Manage Users
MP User Admin (Create/Edit/Extend Offboard)
Manage Certificates
MP Certificate Admin {Create/Reissue/Download/Revoke]
View/ Generate AP| Keys
Manage URLs ” E .
: Manage DIP Ids {Configure Status Message & - IEW PEMOrmance reports ior
MP Mes SE'gE Admin {Request/EditDelate) Publication URLs, Replay/Requeue LRl T their Org(s)
received messages)
. . ) _ View performance reports for
View Org details
MP Analytics Admin g their Or(s)
MHHS
PROGRAMME
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The DIP Onboarding Guide

Use of DIP Connection Providers

DIP Connection Providers (DCPs) are third-parties that provide IT services to Market Participants, the range of services can vary
from providing hosted solutions to fully managed platforms. It is possible to delegate responsibility of some of the on-boarding
tasks and ongoing DIP management functions to a DCP.

There are two options by which Market Participants can integrate DCPs within their DIP organisation:

1. Full Company/DCP Integration — where the DCP organisation is fully integrated in the Market Participant’s company and are
effectively a single organisation. The access for individuals within both companies is controlled by the roles and DIP Ids
assigned to them.

2. DIP Id Management - where the DCP organisation has visibility of their clients DIP Id once the link between DIP Id & DCP ID
is made by the client Market Participant.

DCPs that have multiple clients using the DIP can effectively be on-boarded multiple times. DCPs have the ability to switch
‘context’ i.e. organisations from within their portal.

Some of the initial key on-boarding steps must be undertaken by a full-time employee of the Parent MP, i.e. Initial DIP invitation to
validate company details and the Global verification process.

. MHHS
- PROGRAMME 9
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Preparation Activities #2
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OpenSSL

Choice of OpenSSL Toolset

PKCS certificates have a dual role in securing communication channels between DIP Users and the DIP, firstly for signing messages and
secondly for securing mTLS connections. PKCS certificates will need to be generated by DIP Users once provided with APl keys and
secrets provided by both GlobalSign and the DIP

An internet search of SSL Toolsets will produce a plethora of results. Avanade uses Azure Key Vault to produce and manage PKCS
certificates, whilst the DIP manager has used OpenSSL from a bash script on Windows. Both are acceptable and work, please consult
your relevant IT teams for assistance on this topic.

Examples for both Azure Key Vault and OpenSSL (bash) are provided in the on-boarding guidance documentation.

", MHHS
Z PROGRAMME 11
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Section 1 — User Admin Invitation w

The Invitation to Join the DIP

The process for on-boarding will commence with the Market Participant’s (MP) nominated Primary Admin receiving an email from the Programme DIP
Manager/Team (portal@Energydataintegrationplatform.co.uk) inviting them to join the DIP: The DIP Manager/Qualification Team will contact your
organisation prior to your on-boarding to receive the name of the MP User Admin.

The email sent to the Primary Admin will contain a link to the DIP ‘Sign in home page which is shown in the forthcoming pages.

Multi-Factor Authentication (MFA) is a mandatory set up for all users who will be accessing the DIP. The MFA set up will initiate during the first sign in of each
invited user and an MFA request will occur each time any user signs in thereafter.

Once the MP Admin has been set-up, they then have the control of sending out invites to other people within their organisation who will undertake the different
activities within the DIP (described on the previous page). The steps are the same for all DIP Users after they have received the Invitation e-mail. All logins are
via DIP Users company e-mail address names.

Preparation

1. Have MS Authenticator available on your phone to enable MFA

2.  Complete and return your DIP Onboarding Preparation Pro-Forma to MHHSQualification@elexon.co.uk

If you do not receive the invite, once you are advised it has been sent, please use this link to get started:
Https://portal.uit.energydataintegrationplatform.co.uk

You should ensure this is WHITE listed and is not subject to quarantine or a suspected phishing delay.

", MHHS
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mailto:MHHSQualification@elexon.co.uk

Section 2.5 Accessing the Dip Portal

Access via the DIP Portal is via e-mail & password with MFA

G Click SIGN IN — e Sign in with email/password—» e Complete MFA — e Read & Accept Term of Use (first time only)

B¥ Microsoft

Sign in
—
ELEXON
Data Integration Portal
81
T
Q sig

ELEXON

i s
PROGRAMME N
Data Integration Portal

Portal Area Description

MARKET PARTICIPANT

e e ORGANISATION

Elexon MHHS Data Integration Portal Quick Links

Identity of the logged in user
ELEXON Header Bar

Explore tutorials, articles and help

Howtouse b2 e Navigation/Menu options

:memgg ndertake the onboarding

How touse the DIP a5 n WP User? Welcome Area

View All

support Common tools and Quicklinks

Raise a service request

View service requests

", MHHS In the UIT environment the portal will have
i  PROGRAMME Yellow banners/menus

\\\ Industry-led, Elexon facilitated
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Section 2 — Verify Company Details w

Verify Company Details

This is a one-off task undertaken by the Primary Admin for the organisation. The User Admin must enter/check the company details and has the
option to create additional users (this can also be achieved at a later stage)

ELEXON

Data Integration Portal

i s
PROGRAMME

‘ Mandatory . o .
DIP Market Participant Organisation onboarding form
. Use this form to complete your Market Participant Organisation's onboarding into the DIP, inviting users and creating DIP IDs for your constituent Market Participants.
‘ Optional

Market Participant Organisation

Please ensure your company information is correct

Company Name

Check/ amend Company Name if required e

Enter full name and
email of the user

o
All the information supporting this example.

Check/ amend Company Description if required G

Create New User Profile

Check/ amend Company Number if required ﬂ
(Click here if you are acting as a DCP in the DIP) — > 0o i e s
Users
Click the ‘+’ to create a Cert Admin 8 e soonmmns_—— Select the user role
if the Pro-forma has not advised the User Admin is Q ¢ v from the drop down (a
also the Cert Admin o user can have
o e multiple roles)

Cancel

Please DO NOT ADD any Market Participants: Q
This is not relevant to your company’s onboarding

k Select the pertinent DIP Ids
the user has access to.

, 16
‘. MHHS
i . PROSRAMME Defaults to All DIP Ids
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Section 3 — Member Management

Member management is accessible from the Members sub-tab from the main Market Participant Organisation page

i mns
PROGRAMME

ELEXON

Data Integration Portal

MARKET PARTICIPANT
NISATION

Super Energy Co

Detailed information on the Market Participant, the constituent DIP IDs operating within the DIP and their members along with certificate functionality. G2 Nominate DIP Connection Provider

Supplier, Distributor 1234567

SUPL,SDS, MDR, ADS, EES, SUP None set

Our company is.....

superenergy.co.uk, energydataintegrationplatform.co.uk, mailinator.com, accenture.com, energydataintegrationplatform.co.uk, accenture.com, avanade.com, pitdipportal.onmicrosoft.com

DIPIDs  Members Certificates

@ Create Member 'Y Filter Q

A Cert Admin and a Message Admin need to be added as a
first task to enable the on-boarding process

\

", MHHS
PROGRAMME
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7/
AN

€ s ELEXON
PROGRAMME

Data Integration Portal

MARKET PARTICIPANT
HOME
ORGANISATION

Energy Demo Ltd

Detailed information on the Market Participant, the constituent DIP IDs operating within the DIP and their members along with certificate functionality. G2 Nominate DIP Connection Provider

Company Type Company Number Ro DIP Connection P
None set 1234567 None Set None set
Our company
DIPIDs  Members @ CreateMember | Y Filtler | Q Search
FirstName v LastName EmailID Role Role Codes Actions
pavid Gardiner  pitmpde.userd3

nergydataintegrationplatform.co.uk MP User Admin JEdit W Offboard
David Gardiner  pitmpde.certificate03@Energydataintegrationplatform.co.uk MP Certificate Admin S Edit ¥ Ofboard
Showingitems1-20f2  Show 10 All

ol -5

18




Section 3 — Member Management

Inviting users from outside your organisation

You are only able to add members to your organisation
who have e-mail addresses featuring whitelisted domains,
assuming you checked the ‘Whitelist DCP’s domains’
option when nominating a DCP, you should see that
organisations domains listed. If not, or you need additional
domains whitelisted, please contact the DIP Manager.

Once verifying the desired domain is present, navigate to
the member tab

", MHHS
Z PROGRAMME
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ELEXON

Data Integration Portal

MARKET PARTICIPANT
ORGANISATION

MESSAGE CHANNELS MESSAGES PERFORMANCE AUDIT

Market Participants Smart Energy

Smart Energy

You can view your organisation details below. Please ensure that you keep this information accurate and up-to-date.

Company Number Role Codes DCP Status

232424 MSA Disabled

Description

New company

Whitelisted Domains

mailinator.com, pit.testmp.co.uk, dcporganisation.co.uk

@ Whitelist Domain
Webhook URL Configurations

B Remove All Webhook URL Configurations

@ Add New Child Organisation



Section 3 - Adding New Members to the DIP

o
o
o
o

Adding New Users / Editing Existing Uers

=

The User Admin should sign in, access the Members tab in Market Participants, and create the Message Admin using ‘Create Member’:

c Click ‘Create Member’ in the Members tab

DIPIDs  Members Certificates

You can view the details of your members and roles below. Please ensure that you keep this information accurate and up-to-date.

First Name v Last Name Email ID Role Expiry Date

MP User Admin

MP Message Admin
MP Certificate Admin
MP Analytics Reader
MP User Admin

MP Message Admin

MDA artificatn Admin

Ayi Edet ayi.edet@elexon-flex.com 2026-07-23

Egidio Zindato Egidio.Zindato@elexon-flex.com 2025-07-24

@ Create Member Y Filter KQ Search

Actions

# Edit (& Extend @ Offboard

Create New User Profile

Add First Name, LAST

First Name

Last Name

Name and a valid Email
Address !

First Name is required.

Click @ to view list of Email Address

whitelisted domains

@

‘ -

Click drop-down to see

available roles and Member of All DIP IDs
select the appropriate

organisational roles required

for the user

Select Organisation Role

Note: If you require a domain which isn't listed, please contact the DIP Admin

for it to be whitelisted.

", MHHS
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Confirm

e Click ‘Confirm’ to send the invitation

Select Organisation Role

| ]

This field is required

Cancel

e Recommended Action:

It is advised that each Market Participant has at
least 2 User Admin, 2 Certificate Admin and 2
Message Admin’s to ensure cover is provided
during potential situations of absence.

It is also acceptable for one person to hold
multiple roles.

Please ensure you have cover for all potential
access needs.

Tn?@ a members role, click the Edit button
against that members name.



Section 3 — Extending Members

Extending Users

It is worthwhile noting all Users within a organisation having an expiry date, this is under the control of the Users Admins within the home
organisation. It is down to the discretion of each company’s User Admin how these end dates are managed:

a Click ‘Extend’ in the
Members tab for the
specific User being
extended

9 Click ‘Yes’ in the pop-up
window to confirm the
extension of the User
(at present all User
extensions are on a six-
monthly basis and they
are additive)

", MHHS
Z PROGRAMME
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DIPIDs  Members  Certificates @ Create Member Y Filter Q, Search
You can view the details of your members and roles below. Please ensure that you keep this information accurate and up-to-date.
First Name ¥ Last Name Email ID Role Expiry Date Actions
MP User Admin
" . MP Message Admin . -
Ayi Edet ayi.edet@elexon-flex.com MP Certificate Admin 2026-07-23 7 Edit ® Offboard
MP Analytics Reader
MP User Admin
Egidio Zindato Egidio.Zindato@elexon-flex.com Ez risffffﬂr::‘n 2025-07-24 /' Edit @ Extend @ Offboard

Extend Market Participant User

Are you sure you want to extend Ayi Edet’s
access for 6 months?

=i
o

E)o

Elzgo

=)o
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Section 4 — Background —DIP Security Requirements

Interface Code of Connection

OFGEM have programme requirements around security and non-repudiation. This means:

1.  All messages passing through the DIP must be digitally signed with a PKI certificate and authenticated by API keys
2. Connections between MPs, or their agents, to the DIP must be secured via an mTLS connection.

The Interface Code of Connection provides a description of how parties need to interact with the DIP.

The DIP Certificate Authority (DCA) is managed by GlobalSign.

« Each Market Participant is responsible for their own message signing, therefore, whether you are using a DCP or not, the Market Participant
must complete the DNS and Certificate process for message signing.

« The DNS is validated by GlobalSign and therefore must belong to the Market Participant. The DNS can be the Market Participant’s web domain
or any other domain associated with the organisation.

» If using a DIP Connection Provider (DCP), the DCP should use their own mTLS certificate, and then use the MPs certificates for signing
messages. The respective Market Participant’s Signing certificate must be used to sign their messages.

Two API & Certificate pairs are required:
« Thefirstis used to authenticate against the GlobalSign API used for Signing Message Certificates
 Message Certificates signed above are then used for communication between the DIP and the MP or their agent

", MHHS
Z PROGRAMME 23
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Section 4 — Global Sign Registration & APl Key Generation

GlobalSign
Registration

", MHHS
Z PROGRAMME
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API
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4
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Creation

Domain
Verification
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Certificate
Creation
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Step 4.1 — GlobalSign Registration

4

The Certificate Admin must follow the following steps to initiate the GlobalSign Registration process:

o ELEXON
- PROGRAMME T RG
b ooiend] Data Integration Portal
0 Select ‘Market Participant’
from the navigation menu HOME Mé‘ns»\n’wsmw’on MESSAGE CHANNELS MESSAGES
Elexon Flex Limited
You can view your i details below. Pl that you keep this information accurate and up-to-date.
GD Request DIP Connection Provider Status
9 Check details of MP Company Details _— . ,
16076976 None Set Disabled

are correct

Home of the DIP Manager and test harnesses

9 Select ‘Certificates’ tab to show 5-stage /

GlobalSign Registration and onboarding
screen ° ° o b s

GLOBALSIGN REGISTRATION API CREDENTIALS DOMAIN CREATION DOMAINVERIFICATION ~ CERTIFICA ATE CREATION

GlobalSign Registration

f

Please visit the i : ( https:/ { vice hh:; nd complete i ion requested to register.

H IH ’ H H GlobalSign will then carry out verification and may contact your head office to verify the Nominating Officer. Once verified, the user will be notified via e-mail and access to GlobalSign portal
IC € lInK 1o Globalsign ervices provisoned.
re g | S t ra t| on p ag e In the GlobalSign portal please create API credentials and authentication certificate. Once created press Next to upload them into the DIP.

", MHHS
> PROGRAMME
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IMPORTANT

DO NOT CLICK ‘NEXT’
until you complete
GlobalSign Registration.

26



Step 4.1 — GlobalSign Registration w

The GlobalSign Registration and Verification
After clicking the link to the GlobalSign Services for MHHS home page, the Primary Certificate Admin must complete the following steps.

»

INSTRUCTIONS

Read the GlobalSign MHHS introduction and Complete the form in the lower half of

scroll down screen the GlobalSign MHHS screen 1. The details entered in fields FIRST NAME, LAST
NAME, JOB TITLE in the ‘About You’ section
) should be the person dealing with the certificate
Get Started with Atlas request (Cert Admin) and GlobalSign vetting.
Global Sign will contact the named individual and

About You g .
, verify they are a current full-time employee and
Tell us a bit about yourself K ) i .
B GlobalSign Services for MHHS authorised to create a signing certificate.

First Name * Last Name *

Programme . .

. .\1g Job Title * Contact Phane Number 2. The EMAIL ADDRESS provided is where all Global
Email = Sign communications will be sent for vetting only.

ATLAS ONBOARDING
PROCESS

Your Organisation This should be the Certificate Admin’s email
Please provide the official registration details of your organisation add ress.

Company Name * Website *

It is also acceptable to have a ‘generic’ email
which is available to multiple people to monitor
but must be accessible by the Cert Admin.

Address Line One * Address Line Two

City * Postal Code *

Country * ~

GENERAL NOTES - o 3. Please enter a direct contact number of the Cert
Ensure you follow the GlobalSign steps as outlined in the Onboarding fa Admin into "Contact Phone Number’: utilised to
Guide. DO NOT skip any steps / follow steps out of sequence. Vi ouPrivacy oy undersand v e et e your sl dce help in case the primary verification is unsuccessful

Always check your spam when you’re stuck or expecting an email from GS.
Wait for confirmation that account binding is done from GS and API

credential ready to use before using your credentials. Otherwise, your 5. You will receive a “Thank you for you interest in
certificate will be created before the APl Keys gets bound to your account, GlobalSign” message

and you will run into problems with your certificate down the line.

4. Click ‘1 am not a robot’ then SUBMIT to conclude

\\\ Industry-led, Elexon facilitated



Step 4.1 — GlobalSign Registration

D
|

O
@OL,

The GlobalSign Registration and Verification
The email from GlobalSign will include their 12-step guide in the way of an itemised checklist — please follow as instructed.

After completing and submitting the GlobalSign Online Form an

email will be received (as below) with a 12-step guide The following pages will provide guidance on the key steps of
Thank you for starting your GlobalSign onboarding process as part of your onboarding o

the Market-wide Half-Hourly Settlement (MHHS) programme’s Data Integration Platform the GIObalSIgn ATLAS reqUIrementS Steps 1 _3 are Self
(OF) explanatory: note the 24hr window for Step 3.

To continue your journey, we have listed each of the GlobalSign Atlas Portal steps in the
order they will need to be followed in. Please take a moment to read through all of the
steps before starting

Email arrival time:

Please note, you will not be able to continue your DIP registration until you have
completed the GlobalSign onboarding process.

within 30 minutes of
completing the online form anc
receiving the 12-step email

You will receive an email titled “New User Registration” from

You will receive an email titled “New User Registration” from 1 noreply@atlas.globalsign.com inviting you to join a GlobalSign Atlas Portal Account.
1 noreply@atlas.globalsign.com inviting you to join a GlobalSign Atlas Portal Account.
Please follow the instructions in the email to proceed.

Please follow the instructions in the email to proceed.

You will receive a email titled “Password Reset Code - GlobalSign Atlas”. Please use this

code to create a new password. You can now login using your email and new password. 2 You will receive a email titled “Password Reset Code - GIObEIISIgn Atlas”. Please use this
code to create a new password. You can now login using your email and new password.

Within 1 minute of clicking
the ‘New User Reg’ link

You will be notified within 24 business hours by email from noreply-atlas@globalsign.com
that your service quotation is ready for your approval. You will also receive an email from

3 a representative of GlobalSign from firstname.lastname@globalsign.com with

instructions
Log in to your Atlas Account and Approve the quotation

Select 'Identity Profile’ tab and create a new Identity Profile for your IntranetSSL OV

You will be notified within 24 business hours by email from noreply-atlas@globalsign.com «——  Up to 24hrs
that your service quotation is ready for your approval. You will also receive an email from

a representative of Globalsign from firstname.lastname@globalsign.comwith  May arrive within 1hr of step

4 instructions 2 completion

5 At this stage, your Organization Identity Profile will undergo Vetting. You will be notified R i
once this process is complete, and you will be instructed to continue to the next step. LUg into your Atlas Account and Approve the quotatlon
Once the vetting process has been completed, and only when instructed to do so, please
login to your Atlas Account.

6 \ 4
In the left menu, under the "Access Credentials’ tab, select 'API Credentials’ and then click
the 'Generate an API Credential' button in the top right corner See n eXt 2 pages fo r SC reen S expe Cted

7 Select "View and Copy' generation method t I t t t. . th At I

8 Select the service IntranetSSL (OV) to link your credentials to your vetted Atlas p y q
Organization profile aCCOu nt

9 Input a familiar name - something to help you easily identify the service

10 GlobalSign will now configure your Atlas service to connect to the MHHS Programme PKI
hierarchy.

11 Please wait for confirmation email from a representative of GlobalSign that the service

, can now be used
/
-~ MHHS
- 12  Once completed, continue to the next step of the DIP Onboarding Guide.
- PROGRAMME v

W
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Step 4.1 — GlobalSign Registration

GS Step 1 & 2 — Accept your invitation to the Atlas Portal

@D

e Follow the guidance in the email and complete the selections shown

a On receiving the email from Globalsign you will receive an Ak
invitation to access the Atlas Portal

O
per
A « GlobaSign Information about you, the owner of this account
Accept your invitation | Atlas
Portal ACCOUNT SUMMARY
Seta password to accept the invitation to join
Elexon Flex on Atlas Portal Robert
Robert Golding
robert.golding@elexon-flex.com robert.golding@elexon-flex.com
+aam ralliSu
~F Golding
’ 2} Elexon Flex
Your password must contain. +aaRan.
v Atleast8ch
v Atleast3of
1 understand by submitting this form, | am agreeing to the processing of my data, subject to
GlobalSigris Privacy Policy Just My Organisation(s)
' Special characters (e.g. /@#$%°8*)

CONTINUE

Continue !
Already have a password? Login

AAtlas

© :

) . Using the Atlas Portal & Services
ReV|eW the Master SerV|Ce A brief note about your legal obligations
Agreement and continue..

You'll only need to accept terms and conditions later, when you start using your

account to manage subscriptions.

In the meantime, the agreement is provided at the link below for you to review and Robert Golding
share

robert golding@elexon-flex com
Master Service Agreement

Elexon Flex

CONTINUE

", MHHS
Z PROGRAMME
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Step 4.1 — GlobalSign Registration

GS Step 3 — Approve Quotation - Set-up Payment Method (1 of 2)

A mustard tile will appear requesting the Payment Method is set-up. Choose invoice. This is only required for the GlobalSign system to function, NO ACTUAL PAYMENT is required.

0 LOGIN to Atlas and click the ° ’ tile 9 Choose Invoice

AAtlas Signed in as robert goidmg@siexonfie
. AAtlas

Dashboard Finance Hub

Invoices Credit Memos Payment Methods

To Do A Request Generate API )3 Payment Methods
Identity Profiles Credentials The method selected below will serve as the default option for all account payments
including outstanding invoices and future orders, until an altemative method is
W < 0 O . Some aervices raquire you to subenlt Customers with vettad identily profiles selected. Please also note that adding a new card will automatically select It as the
e—— Set the default payment method for this ccompany Information for approval by our and active services can generate default payment option.
account. vetting agents. credentials to access and use our APls :

@ Invoice

O el ey

Generate mTLS

t
Certificates

Some Services require you 1o generate in
mTLS certificate, in addition to an APl
credential, to securely access the APls

MHHS
PROGRAMME
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Signed in as robart

30



Step 4.1 — GlobalSign Registration w

GS Step 3 - Approve the quotation (2 of 2)
NOTICE: Your quotation is ready’, a BLUE TILE will appear in your dashboard. Click this to continue through the onboarding process.

0 On receiving the email a_dwsmg‘ygu re your quotation |s,r<_aady, 9 Follow the guidance in the email and complete the tick box selections shown
LOGIN to Atlas and click the ‘View and Accept Quote’ tile
@ Discovery v

- —— ‘ * B certificates % Payment Method
o Dashboard > Access Credentials v @® Pay by invoice
Q Purchase: QO Pay by credit or debit card
; & Xi:ec:;n:()uote D@ :?e?\t:ﬁ:tproﬂles :: gfen:;z:;::m % Invoice payments over $5000/£3000/€3500 are subject to a credit check
= i Please provide a purchase order number or other reference to appear on your invoice, or confirm that you
. et o =SS

CGED €D

GRS Check this bOX ——» ©eorfmieti oot needto adaa purchase order numberor tner such e
A a

9 The £0 quotation will appear. Scroll down the page to complete .
o o

the quotation acceptance see step

AAtlas $ignea in a3 vert goising@eienonfiex 2

Quote Summary Quote Summary . . . ‘ .
i 0 Complete quotation acceptance by clicking ‘Use this payment

Accept quote details

method’ button, this will return you to the dashboard

IntranetSSL OV Product Pack Payment Method

s s Invoice Signed in as e je com .

Ahtlas sinsscgunegsansdecon 2,
intranetSSL OV «
IntranetSSL OV SAN - Your order is complete, Order Summary
A Home

intranetSSL OV RSA @ Purchases Review & Accept Quote
Subtotal £0.00 ® identty Profiles
Grand Total £0.00 @ Dhcorery Payment Method

Invoice

e Check both boxes :




Step 1 — GlobalSign Registration

GS Step 4 — Request Identity Profile

e The DASHBOARD will default to the below 3 tiles — please await the
MUSTARD TILE in Step G before proceeding (up to 20-30

You will receive an email titled “New User Registration” from mi n utes)
1 noreply@atlas.globalsign.com inviting you to join a GlobalSign Atlas Portal Account.
Please follow the instructions in the email to proceed.

Dashboard
2 You will receive a email titled “Password Reset Code - GlobalSign Atlas”. Please use this
code to create a new password. You can now login using your email and new password.
Request Generate API é?\_ Generate mTLS @
You will be notified within 24 business hours by email from noreply-atlas@globalsign.com Identity Profiles Credentials ~ Certificates
that your service quotation is ready for your approval. You will also receive an email from Some services require you to submit Customers with vetted identity profiles Some Services require you to generatein
. . ~ . company information for approval by our and active services can generate mTLS certificate, In addition to an AP
g EUEEEIEICE of Globalsign from firstname.lastname@globalsign.com with veting agents credentialsto acoess and use our APIs crecentia to securely sccess the APls

instructions

Loz intovour Atlas Account and Abnorove the ouctation
o T it b =

4 Select "ldentity Profile’ tab and create a new Identity Profile for your IntranetSSL OV
service

@© start STEP 4 (of the 12-step guide on slide 19) by clicking the
new mustard coloured tile.

AAtlas
‘
Dashboard
2
Qv
@ identity Profiles
6 i To Do A Generate API & GeneratemTLS
- Credentials )\ Certificates
m o
" Create at least one unique identity profile Customers with vetted identity profiles Some Services require you to generate in
. oo for IntranetSSL OV products in your and active services can generate mTLS certificate, in addition to an AP
account. (credentials to access and use our APIs credential, to securely access the APIs

Request an identity profle

", MHHS
> PROGRAMME
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Step 1 — GlobalSign Registration

GS Step - 4 Create the Identity Profile

This requires accuracy in completion of the
Identity Profile.

Each field will be used to verify the name
provided is a known full-time employee of the
company ORGANISATION NAME (O).
ADVICE - let your receptionist know an
anonymous call may be received to avoid issue

., MHHS
- PROGRAMME
N Industry-led, Elexon facilitated

e B QO @ &9 >

Create a profile name

Enter the COUNTY here

Enter the TOWN here

B =

R

B

This must be the ACCURATE
Registered Company Name and is

used to locate and call the company
HQ.

New IntranetSSL OV Identity Profile

Identity profiles are required to store verified identity and domain information. They are also used
to create credentials and other system objects

Profile Name

Give the profile a memorable name to help identify it Iater.

Profile Name

GardinerProfile

Registered Business Information

This must exactly match the information that is registered with national business authorities. Even
small mistakes in punctuation can cause delays

Country

United Kingdom

Which county, region, province, territory, state (S) is itin?

West Lothian

Locality (L)

Livingston

Organisation Name (0)

Avanade UK Limited

- Request this identity profile

*
Click to start verification




[ ]
Step 1 — GlobalSign Registration w
@D
GS Step 5 - GlobalSign Verification
Step 5 is the pause in the middle of the process where GlobalSign, through their own mechanisms, will conclude the vetting.
As shown below, there is a 72hr window for verification before you can proceed with steps 6-12.

«

Step 5 involves the original submitted name (Cert Identity Profiles @
Admin) being vetted by telephone call, against the " .
‘Organisation Name’ entered in the Identity Profile

Profile Name Status Identity Type Date Created Org. Name (0)

You will receive an email titled “New User Registration” from Th e com plet ion Of the
1 noreply@atlas.globalsign.com inviting you to join a GlobalSign Atlas Portal Account.
Please follow the instructions in the email to proceed. I D EN TITY PROF I LE
he 72hr
2 You will receive a email titled “Password Reset Code - GlobalSign Atlas”. Please use this s_t_arts_ t e
code to create a new password. You can now login using your email and new password. ve I'Ifl Catl on p rocess
_>
You will be notified within 24 business hours by email from noreply-atlas@globalsign.com .
that your service quotation is ready for your approval. You will also receive an email from . The tlme ta ken for
g 2 representative of GlobalSign from firstname.lastname@globalsign.com with verification may take on |y a
nstructions few hours however it should
Log in to your Atlas Account and Approve the quotation not exceed 72h rs aﬂer . . .
completing step 6 What happens during GlobalSign (GS) vetting?
a4 Select "Identity Profile’ tab and create a new Identity Profile for your IntranetSSL OV GS will call the HQ number that they have uncovered from their secure
service vetting process. It doesn’t matter if the contact is located at the HQ, or not;
At this stage, your Organization Identity Profile will undergo Vetting. You will be notified what they seekis that the HQ either

3 once this process is complete, and you will be instructed to continue to the next step. B |) transfers their call to the contact so they can Speak with them; or
i) gives them the contact’s phone number (can be landline or mobile) or
email address so they can contact them.
If neither of the above happens, GS they will send a postal challenge letter
for that contact, to the registered business address so that they (GS) can be
contacted directly.

", MHHS
Z PROGRAMME
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Step 1 — GlobalSign Registration

@D

GS Step 5 - GlobalSign Verification
Step 5 is the pause in the middle of the process where GlobalSign, through their own mechanisms, will conclude the vetting.

As shown below, there is a 72hr window for verification before you can proceed with steps 6-12.

GlobalSign Vetting <vetting-atlas@globalsign.com> © € Reply & Replyall ~ Forward [ -
A verification e-mail will be sent

Dear Mr. Golding,

Do NOT P Ro CE ED U NTI L A VE Rl FICATIO N E MA' L HAS ggngzygg for your Identity (IDEN-03849) request with GlobalSign - case number
BEEN RECEIVED

We are the Certificate Authority responsible for approving your request. Additional
information can be found at the end of this email.

Before we can complete your request, we need to confirm this order with a
representative of the Applicant organisation.

Could you please respond to this email, confirming the following:
"l, (name of approver), confirm the Identity (IDEN-03849) request for Elexon Flex
and approve the activation of this order. The confirmation password is:

e it R e

Thank you for your understanding and cooperation. If you have any questions or
concerns, please feel free to contact us.

Kind regards,

Dimitar Mitev
Client Services - Vetting Team

GlobalSign is a Certificate Authority (CA) that issues trusted digital certificates. In order to
maintain the status of a CA, we need to comply with the Requirements from the CAB Forum
and our internal regulations and guidelines.

These Requirements can be found here:

OV level | EV level

Maidstone House, Unit B, 2nd Floor, King Street, Maidstone, Kent, ME15 6]Q, United Kingdom
support@globalsign.com | Locations & Contact | Open Support Ticket | System Alerts

0 GlobalSign’

yGMO

", MHHS
> PROGRAMME
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Step 4.2 —
Generate GlobalSign AP|
Credentials




Step 2 — Generate GlobalSign API Credentials ﬂ

Generate API Credentials, PFX Signing Certificate and DIP Upload Overview (GS Steps 6-10)

1 2 |/ 3 | 4 | 5 | 6 | 7

Create API Generate CSR & Load CSR file Generate CER Download CER Merge CER & Upload the GS
Credentials KEY file into GlobalSign file file from Global KEY file to API Key &
(Secret & API Portal Sign Portal generate PFX Secret, with the
key) certificate PFX Certificate,
to the DIP
- —| == [

/|> \l’ 11
= = e == = -
N2 = c = N
—X — AN y
= N~ —
= - =o
X — S

A certificate generation capability/tool is required to undertake steps 2 & 6.
Example usings Azure Key Vault and native OpenSSL commands are provided below

The end result is a PFX file loaded into the DIP

", MHHS
> PROGRAMME
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Step 2 — API Credentials

GS Steps 6-10 - Generating API credentials

The Certificate Admin must complete the API Certificate generation within the Global Sign Atlas system once ‘Identity Validation’ has been
confirmed.

Once the vetting process has been completed, and only when instructed to do so, please G Login to GIobaISign Atlas.
login to your Atlas Account. —> Select ‘Generate API Credentials’ option

In the left menu, under the 'Access Credentials’ tab, select 'API Credentials' and then click
the "Generate an API Credential' button in the top right corner

Dashboard
7 Select'view and Copy' generation method
Request Generate API & GeneratemTLS [y
8 Select the service IntranetSSL (OV) to link your credentials to your vetted Atlas Identity Profiles Credentials - Certificates -~
Organization p rofile Some services require you 1o submit Customers with vetted identity profiles Some Services require you Lo generatein
company information for approval by our and active services can generate mTLS certificate, in addition to an API
wvetting agents. credentials to access and use our APIs credential, to securely access the APls.

9 Input a familiar name - something te help you easily identify the service

10 GlobalSign will now configure your Atlas service to connect to the MHHS Programme PKI
hierarchy.

11 Please wait for confirmation email from a representative of GlobalSign that the service
can now be used

12 Once completed, continue to the next step of the DIP Onboarding Guide.

", MHHS
> PROGRAMME
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Step 2 — API Credentials ﬂ

Qon

Generating API credentials

The Certificate Admin must complete the API Certificate generation within the Global Sign Atlas system once ‘Identity Validation’ has been
confirmed.

o ' ‘ Select ACTIVE certificate to assign
You mu§t select \(lew and Copy’in th? H,OW would > e Internet SSL to your credentials, then :
you like to receive your API credentials’ page, Click CONTINUE
then Click CONTINUE ¢
AAtlas Signed in as robert golding@elexontiexcom 8,
How would you like to receive your API credential?
You can optionally encrypt your key and secret O 2 O
Qo
® Link to a Service
o This API credential must be linked to an active service
urw}v‘avwezss\o=/rsa
- ) Qi_ij No
View and Copy Encrypted File
MHHS
PROGRAMME 39
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Step 2 — API Credentials

Generating API credentials with GlobalSign

Continued......
Give the credential a familiar name (any > @ Click ‘Download key and secret as .csv’ button and save file.
text you wish) and record this safely and Alternatively (and) click both the APl Key and API Secret ‘Copy Key
click ‘CONTINUFE’ to clipboard’ and store in a .txt file for the next stage.
I
Add a Farmiliar Name Success! Now Securely Save your API Key & Secret
Create a label to distinguish this from similar credentials If you lose this AP secret, you'll need to generate a new AP credential.
FAMILIAR NAME APl KEY i— '''''''''''''''''''' i
— W 186610baff175cae ; COPY KEY TO CLIPBOARD l ]
Lol !
[ oo . DI
FAMILIAR NAME 1
enbozrding key 9:5 COPY SECRET TO CLIPBOARD l i
Ll !
| eomeeem ]
Enter and take a note of your ‘familiar API DOCUMENTATION &F
name’ then click
CONT' NU E VIEW & MANAGE API CREDENTIALS

RETURN TO DASHBOARD

PLEASE NOTE!
You must DOWNLOAD the .CSV.

", MHHS Once you navigate away from this page you
i : PROGRAMME cannot return to access this content.

\\\ Industry-led, Elexon facilitated




Step 2 — API Credentials

Generating CSR & Key File

GlobalSign provided the APl Key and Secret. The DIP requires a validated certificate in PFX format together with these API credentials. The
following will be conducted outside of the DIP by someone with technical understanding of generating a certificate.

Select a CSR(Certificate Signing Request) generation tool and create a CSR. Two methods tried and tested are Azure Key Vault & OpenSSL

Azure Key Vault @
Create a CSR with any subject name.
YOU MUST select Key Size 4096 in Advanced Policy Config.
Click DOWNLOAD CSR to save your CSR file.

Create a certificate

Download C5R

Extended Key U

1€

1.36.1.55.7.3.1, 1

X.509 Key Usage Flags

2 selected v

Please B
ensure you ® e
select Key
Size 4096 o

Key Type
®) RsA

Certificate Type

", MHHS
> PROGRAMME
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Open the CSR to check structure is correct.

= o x

B  noresper onboarding-key-Globalsign-mTLs X +

File  Edit  View 5]

————— BEGIN CERTIFICATE REQUEST-----

MIIEGTCCAPECAQAWGTEXMBUGALUE Auw0b25ib2FyZG1uZ19rZXkwggl iMABGCSqGSIb3DQEBAQUAAICDwAwggIKAcICAQDAMC sXgsbhsHyKPSmHQkS]
1Vweaaz19wl2MTT46yePEySTEXcPYZGNZmbjE@MAdhK zhgTeyw+1UTtayWPOPKdwad2r0f8DjDy5Ts13BA4L 1F6phbXGTHMY8+26p2Dbt67UQ0+
7m5dubicVO3RIrG88ucCMMCLWNPrNIIBjmVipzINSI/X/ q/0SmlxEMA6AYdZhwcNNnB3Ng84q1BsDbjeBXeIKnJaeq@5fZViGBcGUUTU/ 1tuaQBIMdIKPE
PYNuds /yZaDo70bRVGFyCR1 ryAcKqTprGOZIUrOF /GbfrYAalpndIT51rkmAul 5141 +C sSYmeHMGZr/ zPylC96gxTq3tH1 TFEAUTIQFIZm29mCbjOKOF
rTQfrLPzmk fkFAhBbnZkEARLPBFVAABLSIeCMAYNT 7mpRCM2egGIhqwiBRoC2z869R1XkqzQKTAZbpXrF5TC+gYVca 1563wl lyknbi+ TS0y 3FlgFUVZQ
PexrWHb7+mCVmwIT3NGiosNs FINVI+

9ZKvwaPG+R9T1dTsh0a122z8KFDLAX s+ ZwbutwrANAdiBrnZXr1bRVNWQVEtVhMAL/ 1t 1wZpYFhSM+COkFHx cRuHN+byOWdEQKSMEBVKEMORNCEp8rvYk
dg2D/51badxTG1BSe08dKINACt fsUrhawil fyB52TPoafOLRQCYFCsqQIDAQABOE swSQY IKoZ IhvcNAQKOMTu0jAOBgNVHQBBAFBEBAMCBaAWHQYDVR
B81BBYwFAYIKwYBBQUHAWEGCCsGAQUFBWMCMAKGATUdEWQCMAAWDQY IKoZ Thvc NAQELBQADgg IBAFNNi7TY7S051wA1R5Jo/5ccXBgL+NYZ Y344t X6+
96VBwizYdQdIGLBilcxHyW7 2VWIbI20QEZZB] c1RkxdPNwynj40ZX651wV818Xn1leZ2nA358 tho] 7RHGCz7ysOqw/k43GmIvD3Ums nRImtdgjvALapQ
yedamAzzenEUMe7k+mSiuITdc@v3dZcTvsfiCtshNf2AhmcRphtkjQVPVQ+

1YeXb3e/H5NaQZ6CXEZBTUBCHNEDz LuBe+NsQBVCZKb2Xsmi1PEQLL apUcAE 3RuyDqXDgrét 3FzNqqzN3YuHedgSXNCxBr/wIzccpeqUIAEZIUMBOQO
7cdUzvL+ZRtfTaStpMbfs7uBE7Ps0SZQk+132k/cZ71Y/neBjEvYZbj62aBcXvl /BLqGh7FpiUBw+DQDrigTulp7HWNXR1Z 1bdHhTCNKtNAFODN3k1y5
hQpQ+7MpHFAmigdyyy9x22VNYxYASky IxYIDdB/AEAS JdaMedhsy 2113ty Ng3tOkhhsZMOTS
+Z3KPgB4u7FL3fgPY/DAIpK/pXk+FyvytmNTAF+ECXqIk/j5rTKF3a9nYGB1Dk /uQbalEoLHufPHaNfQpzILUqVGAyS4QQmwK2hVOKLivipdcpseJH+P2
ByIPwfOn3ipoxocugmk LVtW1rbXRETA7I9pOKKPTSDEmZMPE1A

----- END CERTIFICATE REQUEST-----

Ln 3, Col 34 100% Unix (LF) UTF-8

Please click ‘YES’ to Enable Cert Transparency

Certificate Type must be blank — no entry!

41



New Slide

Openssl version:

openssl req -new -newkey rsa:4096 -nodes -keyout apicert.key -out apicert.csr -subj "/CN=onboarding_key"

Generates two files:

Certificate Signing Request (.csr)

-——BEGIN CERTIFICATE REQUES T-—-

MIIEXjCCAKY CAQAWGTE XMBUGA1TUEAWWODb25ib2FyZGluZ19rZXkwggliMAOGCSqG
SIb3DQEBAQUAA4ICDWAWgGgIKAoICAQCIcss8+dKyWTFkG3+F3iJJK9D011k7yCqC
KGDjERKgTTpKaMHBOkpAkg6E+MIsP68LIWCp6UIjhDjccFRKD5IX3EyvGAIVFOO4
wMPWU7duED13VIOnFag7dAcQtCFdkzZ1N6dfoYqu9yCsUWj6Pp/3Fdolu8brjivX8
fq61pXO CAKnHOPdfpj8hkeMFIgD1wU3PLLyX1ftabmlwBOkBhOG QbsbjAMgqgAjiz
ZYh3i8QISql6K5TkFClex UWtfpS 2vWgQMoQ 1DfSTwewRY8mKYMPBG371N7indoBp
229HIcZ0UTIt/pfvtmK9atY4APZtQLROsm7YI+eloGvfldSYC/1y4pUcKeRmFodD
2iuhCKspOyKugmmvy q3wwY7 TuUwPb8Zh28stOnw4ituAheeM5mgoEcHCbwolG9zs
RtXOW66w9iLb84r6jIDf+9Xfps6Dj+dezTesD8N2QPgsInpsmR2027xicCWycUmk

ihY +qEThEjO8x4iP4AtsIUyilQxfIOMAE opuWS07OtWGPaV8SPBpqy T/9hq2WHW
LRKS5It6C/N+wyO/RrJhLmWQKQtpOvpWwpBH4QITaovws EMFB2/P7gKibMCY NVer
3IRPIVpeldF mMXOWNMIpXJUyRRgM20 Sjh4 CCL6BE gYTZ7eXzcgNRNwhu/ERb9OIR
CyRc1aYJUY+F5w+4j6R/UInjGFzZZmluWmnKDw58aESA DtQwom9OMImikIliYGJZ
4Wo2yl HeonS7pirc48c5ad7ytDxygsl7GXAireU1X8ChbnBOBT GCXw9yzhyZDcxV
MBNBSYDG/VMNuOBP 8NDffwjzLJ CYQw2It9gKyns/A6apE 2bNNOecc+tXJOldU01Z
EzI18Y6Zf8hWKoj30QatNCKI4ZcnoKxuxAy7KR+RRXhohXHSTk2C2WL15mOgidk4
Bal.B3Jmkce3h1QmdFrdswkee06652jk 8KVMwL3mtfOE kDvUHNg+nDO9jfiAf3Tx5
1VX9Mi/y1ZrO0iWtRBMcU32fE

-——END CERTIFICATE REQUEST-——

MHHS
PROGRAMME
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Private Key (.key)

-——BEGIN PRIVATE KEY-—-
MI1IJQwIBADANBgkghkiGOwWOBAQEF AASCCS Owggk pAGEAACICAQCIcss8+dKyWTFk
G3+F3iJJKID011k7yCqCKGDjE RKgT TpKaMHBOk pAkg6E+MIsP68LtIWCp6UIjhDjc
cFRKD5Ix3EyvGAIVF OO4wMPwU7duED13VI0nFag7dAcQtCFdkzZ 1N6dfoYqu9y Cs
UWj6Pp/3F dolu8brjvX8fq6lpX OCAKnHOPdfpj8hkeMFIgD 1wU3PLLy X1ftabmlw
BOKBhOGQbsbjAMggAjlzZY h3i8QISqI6K5 Tk FClex UWtfpS2vVgQMoQ1DfSTwewR
Y8mKYMPBq371N7in40Bpz29HIcZ0UT It/pfvtmK9atY 4APZtQLROsm7YI+eloGvf
1dSYC/1y4pUcKeRmFodDYVN+sCYpt23aM3TAQIVgmDB668y/hOBOFeECNEdpPORB
ig0AgjVdeltXIVRHjJC+/e61WA2PIRoSVbTP6EXWuha4q75JG TKOYUBKW4jdctRM
r2YcM4K3n9CPkHhc7p7b71VjS31Tm7860ZTwzX5ygM2av7thjmWnMWpEORbcpA Ow

ZqKSRdu92gboflCx1/ERHcz4ftW94otonWjhkgbM58mFH8NvKHsxrYcPo3WU6QmI
JDuUjbtX1Y3ekyuB2id9LeMn7po+4PacZN6L6nWF gtKigO CrrzzL AbVpgupWwWdD
SFz6763+pwQutY3+1Q4euvOcFfDDOQIDAQABAOCICABYV Glts ZWP+WLQMitBkyaQXv
FehWk8ngKL3Xr/VKa8dZ0CoustqDM+S31t50 BK44ykrhiNO Rw+X3X8NIflpW6eIDG

2F CfezEbEMRIORF5xQS0tYm6V9l6ulebEeVm2STLW+sgNEAnLkhP1UsvvUOOKKCN
G+TM7eb6gAgse75QX0T6yUqJd 8jV/u3pUOGNS5MSX5ral/TALjydLwludnF 32Mty7li

ESY CapInVDmFXVAYKOit/hzCjrRgbgw+YG06owJ275HMyF5KDOB5cCTVawbT3ZT
RBieLk W6XCqS veZX PzZXCoJ 3kilGCqWtiMY50F +uqTe9vUH6wW4bRFvzIAbS5eDJpb
OXEQcYZmIBNBNEf81f7ThqV4A7qcwXzg=

-——END PRIVATE KEY-——
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Step 2 — API Credentials ﬂ

Generating the correct key format for upload to the DIP
The Certificate Admin must return to the GlobalSign Atlas system to complete the next stage of certificate preparation for the DIP.

NOTE: If you have appointed a new Cert Admin into the Atlas account, they can complete the following steps.

» » » »
» » >

Sign in to the Atlas system. On the subsequent screen, select the option Select the API Credentials just made Paste the CSR generated into the
Open your Dashboard. ‘Directly via the API’ using the ‘Familiar Name’ space provide then
Select ‘Generate mTLS Certificates'. click CONTINUE
Dashboard Howido you plante connecttothe service? N Pastea CSR
e — Link API Credential(s)
iy e Batioers Birecilv i he A1 Link one or more AP credentials 1 nTLS certificate

Request =\ Generate API Generate mTLS

Identity Profiles <"/ Credentials —‘&— Certificates U @ @’

Some services require you to submit e Services require you to generate in =" ‘onboarding_key' '»\ emods ‘;\

== °

", MHHS
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Step 2 - API Credentials

Create a PFX Certificate for Upload to the DIP

»

If successful the following screen appears.

»

The output from the GlobalSign system requires the key to be converted to PFX format. This is completed using OpenSSL

You must now Copy to Clipboard (or Cut-n-
paste) the certificate into a Notepad file.
Save the Notepad file as a .cer

This section is OUTSIDE DIP and GlobalSign (Example shown is Azure Key Vault)
e.g. ‘certname.cer

»

Re-open the certificate generation tool

Select ‘Merge Signing Request’, from the menu to merge the
Success! Now Save this Certificate
Copy and paste this mTLS certificate to a text editor

Success! Here is

Download the certificate as a PFX file, ensuring
private key and public key
Atlas-mTLS =
Certificate Operation

no password is specified.

converting it into other formats

Not sure how to proceed? Refer our customer guide or support Article on creating .pem as well as

O Refresh + Download CSR

Merge Signed Request

S Request Cancellation

f Delete
Select the file created in Step 5, e.g. certhame.cer

Home > edip-kv-ms-poc-uks-002 | Certificates > alan-mhhs-dip01-atlas-mtls >

Certificate Version

—) d090f4cf939b4da5a54d2298dd112497 =
E| Sa

ve X Discard ch es ¥ Download in CER format | ¥~ Download in PFX/PEM format
A ‘toast’ bop-up will confimm the The resulting PFX format file will be listed in a
pop-up download area ready for the next step
merge was successful
onboarding-key-GlobalSign-mTLS = @ Merging the signed request for certificate X
Certficate Operstion ‘anboarding-key-GlobalSign-mTLS"
_ . S ) || The signed request for certificate ‘onboarding-key-
N/ Refresh % Download CSR erge Signed flequest () Request GO0 G Gign-mITLS' has been successfully merged,
%] 9
@ The signed request for certificate ‘onboarding-key-GlobalSign-mTLS’ has been successfully merged.
Status @ corpleted
Request ID
", MHHS
- PROGRAMME
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2 edip-kv-ms-poc-uks-002-alan-mhhs-dip01 -at\as-mtls-ZOZBTOO
| 893ecc227e0742b882ef3d79848ec343
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Step 2 — API Credentials ﬂ

Return to the DIP to upload API credentials
The Certificate Admin will return to the ‘Certificates’ tab as below and click the NEXT button to proceed:

« G ® ortal it nengydataintEgratanpIBIToIM oLk G m ¢ 5 ] §

Another test company

.« Another test company

uest  Detaibed information on the Market Participant, the constituent DIP ids operating within the D% and their members along with certificate ©O Nominate DIF Connection Provider
tunctionality

23456 None ser

DiPIDs  Members| Certificates
M REGISTRATION aF T Ok YERIFICA RTWICATE CREATION

GlobalSign Registration

Please visit the GlabalSign registration page at hitps' www.globalsign.com/en and complete information requested to register

GlobalSign willl then carry out verification and may contact your head office to verify the Nominating Officer. Once verified, the user
wil be notified via e-mail and acoess to GlobalSign portal provisioned.

In the GlobalSign ponal please create APi credentials and authentication certificate. Once created press Next to upload them into
the DIP.

Click ‘NEXT’ to move to on to
9 -1 ‘API Credentials’ entry 45
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Step 2 — API Credentials

Upload API Credentials

The Certificate Admin must now upload the GlobalSign API Key & Secret, together with the PFX Certificate, to the DIP.

Certificate Admin will Sign In to DIP The process will have moved to STEP 2 ‘API Credentials’

and click the ‘Market Participant’ and
select ‘Certificates’ tab to display the

process page

Elexon MHHS Data Integration Portal Quckinks
[ormpe— "
o
——
[P ——
Recent message channels v :
S p— e [R——
o vt
Sopport
-

GlobalSign API Credentials and mTLS certifieate upload
. T

", MHHS
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»
»

If the API entries are confirmed,
Add the Global Sign generated information: A pop-up ‘Added successfully’ appears (1)
1. Insert the API Key (1)
2. Insert the API Secret (2)
3. Click@ to upload the PFX Certificate (3)
4. Click ‘Validate’ button (4)

e e . o

OBALSIGH REGISTRATION I CREDENTIALS DOMANCREATION DOMAINVERIFEATION CERTIFIATE CREATION

GlobalSign API Credentials and mTLS certificate upload

click ‘Save’ to continue (2) 1.

»
»

The following screen will appear

‘Onboarding status updated successfully’.

Confirmation with ‘Toast’ Pop-up (1)
Confirmation onscreen message (2)
Click ‘Next’ to progress to Domain
Registration & Verfication (3)

GlobalSign API Credentials and mTLS certificate upload

LS centificate. T
Insert AP | Key i

Insert AP | Secret

:7.@ \\\\\\\\\

Click@ and select your PFX version of the API Certificate Y

Avery prominent energy company
SRR S —
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Step 4.3 & 4.4 —
Domain Registration &
Verification




| [ ] L
Step 3 &4 — Domain Registration & Verification w
] @D
Register and Validate the Company Domain in the DIP
The Certificate Admin will work with a DNS Admin to complete the Domain registration in DNS.
Follow steps 1-3 to enter the MPs Domain Oncle yf:hhaslglc\:llliﬁl;stnext, ¥ou W;L'\ bedaskﬁd to DNS Admin should add the record details Certificate Admin can check
Name being used for GlobalSign verification reselec : TXT R a(rjne."rom € 6rop own into the DNS (6) with the values specified = SUCCESS or FAIL of verification:
into the GlobalSign Domain Creation field an ,a, ecord will appear ( ), ‘@’ and the txt into VALUE If Successful click ‘Next’
DOMAIN, then click ‘SUBMIT’ (4)’ NOTE that a *.” may appear after the Domain Name
’ — this is not an issue and you should proceed e o o o o
° 0 0 0 0 — - -
N =0
s ®——
Certificate Admin, on confirmation DNS D in Validation S ful
Record has been added (can be up to omain Validation Successfu
@ 1Hr), will click the Check box (5) and The DNS entry should not be
- then click the SUBMIT button (7) removed as it is used for renewals

GlabalSign Domain Verification
P

Please take a note of the ‘Name’ = ‘@’ and
the VALUE is a ‘txt’, and pass both to DNS Admin
for insertion into the DNS BEFORE clicking (5).

", MHHS
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Step 4.5 —
DIP Certificate Creation




Step 4.5 — DIP Certificate Creation

lll’/’
-
~

Generate mTLS & Signing Certificate Overview

To generate a mTLS or a signing or a combined mTLS/signing certificate follow the steps below:

Generate CSR & Load CSR file into  Generate CER file Download CER file Merge CER & KEY

KEY file DIP from the DIP file to generate
PFX certificate
o _
RN —
N j — — —1 J | ~ | op 6=
- - N — NS
—X % —_X NS ;_ N
— — 5

A certificate generation capability/tool is required to undertake steps 1 & 5.
Example usings Azure Key Vault and native OpenSSL commands are provided below

The end result is a PFX file

MHHS
PROGRAMME
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Step 5 — Certificate Creation

Step 1. Generate CSR & KEY file
o Login to the DIP as Certificate Admin

1. From the Market Participant menu select the Certificates tab
2. Select the €5 Create Certificate option

MESSAGE CHANNELS MESSAGES -

HOME

Elexon Flex Limited

You can view your organisation details below. Please ensure that you keep this information accurate and up-to-date

‘@D Request DIP Connection Provider Status

pany Number Role Codes DCP Status
16076376 SUP, REGS, SDS, ADS, MSS Disabled

Description

Home of the DIP Manager and test harnesses

Whitelisted Domains

elexon-flex.com

DIPIDs  Members  Certificates

Currently Active Certificates

© st

You can view the status of your current active certificates below. Please ensure that you keep this information accurate and up-to-date.

tificate Serial Number Status Created Date

Expiry Date Common Name ype @ Reissue & Download ) Revoke
011F74352A3EB636D3A2F6DDAF2ECE69 1SSUED 2025-03-18 2026-03-25 robert.golding@elexon-flex.com energydip-nonprod.2069.elexon-flex.com mTLS & Signing
Cetificates History Y Filter Q Search
Certificate Serial Number Status Created Date Expiry Date Created By Common Name Type
012EF167B8290AD2F 812F 6FBFDACIBEF REVOKED 2025-03-13 2026-03-20 robert. golding@elexon-flex.com energydip-nonprod.2069.elexon-flex.com mTLS & Signing

Showingitems1-1of1 Show All

", MHHS
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o0k

From the Create Certificate pop-up

. Enter the required Host Name & Domain Name. Domain name is taken from a drop

down populated by the list of domains registered against the organisation.

Select ‘Certificate Purpose’ to choose a “mTLS” (for DCPs), “Signing” (for MPs) or
‘mTLS & Signing” certificates (both)

Subject name is generated from values provided

Select Copy - this will copy the Subject Name - SN

You will also need to copy the Domain Name & Host - DN&H

Create Certificate

Host Name Domain Name

my-host ] elexon-flex.com.

Certificate Purpose

mTLS & Signing hd

Subject Name

energydip-nonprod 2069 elexen-flex com

CSR




Step 5 — Certificate Creation

. . o=
Step 1 (cont). Generate CSR & KEY file (Azure Key Vault version)
Using the details from the previous step DNS Names ®
Create a certificate
Open the Certificate Creation Tool (e.g. Azure Key Vault)
1. Click (select) to generate a certificate (in AKV click Generate/Import) NS Norme <
2. Give the certificate a name (no spaces) : —
3. Choose ‘Certificate used by non-integrated CA’ from drop down $ energydip-nonprod.19.compz.. [
4. Enter‘cn='then paste the SUBJECT NAME (SN) copied from previous step / whs-SIT-241023-ST.companyT.... ]
5. IMPORTANT - click ‘DNS Names’ and complete the 2 entries — SN & DN&H copied from @ |
previous step
6. Click ‘Not configured’ next and ensure Key Size is 4096 Advanced Policy Configuration - I
Home > edip-kv-ms-poc-uks-002
& edip-kv-ms-poc-uks-002 | Certificates # -
[0 search | « + steimport () Refresh 1 Restore . ¢ y .
e — Y 7. Click ‘Create’ button to create CSR & KEY files
Create a certificate
o - J=u
Certificate Name * () ‘ Webhook-dev
Type of Certificate Autherity (CA) © | Certificate issued by a non-integrated CA E\:
Subect= © (g dovss et 8. Openthe generated CSR
NS Names 9. Download CSR
validity Pericd (in manths) * \12 — — mmok-dw = 5
Content Type @® ercs212 (O Pem -] Webhook-dev Cerifcais Cpeaton
Vernars. O retresh & Oownloadcs® T Menge Signed Request © Request Cancallation [ Detere
Lifetime Action Type [ £-mail all contacts at a given percentage lifetime v " :.:M e s = st
Percentage Lifetime * E % Accass control (A T o e L —
Advanced Policy Configuration [ Not configured — o “

", MHHS
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Step 5 — Certificate Creation

Step 1 (cont). Generate CSR & KEY file (OpenSSL version)

1. Using the Subject Name (SN) and the Host & Domain Name (H&DN) copied from previous step:
2. Enter the command OpenSSL command:

openssl req -new -newkey rsa:4096 -nodes -keyout mtiscert.key -out mtiscert.csr -
subj "/CN=<SN>" -addext "subjectAltName = DNS<H&DN>, DNS:<SN>"

3. This will generate two files: CSR & KEY files

Industry-led, Elexon facilitated

", MHHS
> PROGRAMME

W



Step 5 — Certificate Creation
2. Load CSR file into DIP 3. Generate CER File
3. Openthe downloaded CSR file into a text editor
ey L sy s 5. PASTE the Certificate Text into the CSR
Ry i e e field in DIP
N M’JW ' st o Certificate Signing Request Form

6. Click ‘Create Certificate’
4. Select the Certificate Text

7. ‘Toast’ advises successful certificate generation
_— -
. Avery prominent energy company
e B —
. 1 (" )
5
: o vz :
File  Edt  View e
—
----- -BEGIN CERTIFICATE REQUEST-----
Currently Active Certficates @ Crete Certitcate
o -
Certificate Serial Humber Expiey Da Created By BRebwe % Downlood @ Revok
o
~BgEFBQCDASBN,
«CQYDVROTBATw
..... £ND. CERTIFICATE REQUEST i \ J [:
T
1y

7

. MHHS
Z PROGRAMME
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Step 5 - Certificate Creation

4. Download CER file from DIP

The Certificate Admin will be presented with a list of certificates associated with the organisation and can DOWNLOAD the ACTIVE certificate.
1. The list of your available certificates are displayed within Market Participant menu

2. Click ‘Certificates’ tab and check certtificate is ISSUED
3. Click Download to utilise the new ISSUED certificate.

- ELEXON

Data Integration Portal

7
w# Certificate X
ssace cHannELS uEssaces PERFORMANCE Generd] ertification Path
"~ ]\a Certificate Information
- x# Certificate
El Flex Limited Windows does not have enough information to verify
exon Flex Limite this certificate. General Detals Certification Path
You can view your below. Please keep this inf up-to-date. Show:  <all> ~
©D Request DIP Connection Provider Status.
Field Value
ny N P - DSEI’IE| number [ 01915bbfc28504de8036f8116...
16076976 SUP, REGS, SDS, ADS, MSS, LDSO, MAP Disabled > Issued to: GLOBALSIGN TEST CERTIFICATE - FOR TESTING DSIQI’!EWTE algorithm sha2saR!
PURPOSES ONLY [ |signature hash algerithm sha2s6
o Issued by: GiobaiSgn Non-Public HVCA Demo =] 1ssuer GlobalSign Non-Public HVCA D...
Home of the DIP Manager and test hamesses []valid from 07 September 2023 12:53:58
[ vaiid to 06 December 2023 12:53:58
Valid from 07/09/2023 to 05/12/2023 []subject TEST CERTIFICA....
' ' =l i teans Cmm
elexon-flex.com
cgicom
Instal Certificate... | Issuer Statement
DIPIDs  Membefs  Certficates @
. " OK
Currently Active Oerti C Update API Credentials. Q) Create Certificate
You can view the status of your current active certificates below. you keep this infe .
Edit Properties... Copy toFil...
- ) v e . O Reissue] & Download @
OL1F7485243EB636DIAZFEDDAF2ECESD ISSUED 050318 20260325 robert ot om TS & Signing o
Certificates History

¥Filer Q@ s
Certificate Serial Number

Open the downloaded Certificate file and
- coetone bomone coenett R . Click ‘Details’ Tab.

Check validity by comparing Serial Number
matches.

Check Subject is as expected.

012EF16TBE290ADIFE1 2F6FBFDACEF

energydip-nonprod.2069.elexon-flex.com mTLS & Signing

", MHHS
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Step 5 — Certificate Creation

Final stage of the process must be conducted within the Certificate Generation tool chosen earlier
1. Select menu option ‘Merge Signed Request’
Webhook-dev

b d
Certificate Operation

5. Merge CER & KEY file to generate PFX certificate (AKV version)

() refresh &

Download CS!

T Merge Signed Request
Status

s

Status Details

X
© Rrequest Canceliation [ Delete
e In Progress
Request ID

e

Please perform a merge to complete this certificate request
[ df7bacbscastsssasbass

91ac82ecB371

v
Select the FILE downloaded from the DIP Portal

2. A ‘toast’ pop-up will confirm the merge was successful
(a .cer file — example shown below)

mhhs-dip-mtls-and-signing #
Certificate Operation

O Refresh w

¥ Download CSR T erge

@ Merging the signed request for certificate
‘mhhs-dip-mtls-and-signing".
uest \ Reques§ Cang
@ The signed request for certificate ‘mhhs-dip-mtls-and-signing' has been suc
Status

X

The signed request for certificate 'mhhs-dip-mtls-and-
signing' has been successfully merged.
uulk

E o
o Completed
Request ID

‘ 22a711323fe847d09f8ad7fdzb1a3c11

[ | % MHHS-DIP-Certificate-01F7C0143456CD7A0CFDA138A616B44F.cer

]

3. The certificate must now be downloaded as a PFX WITHOUT Password
Select the certificate and choose ‘Download in PFX/PEM Format’

Certificate Version

=] 49a48cfbe8ab4dcdbb22efccb8b3961a =

Discard changes ¥ Download in CER format | & Download in PEX/PEM format
Properties
Created
s
-~ MHHS
<

PROGRAMME

Updated
Industry-led, Elexon facilitated

3/10/2023, 11:35:19

13/10/2023, 11:35:19

= edip-kv-ms-poc-uks-002-alan-mhhs-dipl1-atlas-mtls- 20231003, pfx




Step 5 — Certificate Creation

5. Merge CER & KEY file to generate PFX certificate (OpenSSL version)

To generate the PFX file :
1. Enter the command OpenSSL command:

openssl pkcs12 -export -out mtiscert.pfx -inkey mtiscert.key -in mtiscert.cer
-password pass:

2. This will merge the CER and KEY generate a PFX file

", MHHS
> PROGRAMME
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Step 5-
Setting up DIP IDs




Background — DIP Roles

s

7

-
~

W

Role ID DIP Active

Requestable role

Service Name

Market Segment/Role

Market Participant
Role

MSA * v Metering Service (Advanced) Advanced Market Segment T
ADS * v Advanced Data Service o
MSS ,, v Metering Service (Smart) Smart and Traditional (non-Smart) Market Segments

MRS Metering Reading Service 6
SDS * v Smart Data Service N
SMSO b v Smart Meter System O perator

MDR $ v Meter Data Retrieval Service

UMSO * v Unmetered Supplies Operator Service Unmetered Supplies Market Segment 3
UMSDS * v Unmetered Supplies Data Service Q
MDS * Market-wide Data Service BSC Central Settlement (CS) n/a
LSS * Load Shaping Service n/a
ISD * Industry Standing Data n/a
VAS * Volume Allocation Service n/a
REGS * v Registration Service Registration P
SUP * v Supplier Supplier X
MAP ¥ v Meter Asset Provider 8
LDSO * v Licensed Distribution System Operator (IDNOs & DNOs) Distribution Network Operator R
EES * Electricity Enquiry Service RECCo L

$ - MDR has the option to use the DIP for message exchange

¥ - MAP & SMSO roles do not participate in message exchange in the DIP

MHHS
PROGRAMME
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Step 5 — Background for Suppliers

Market Participant Data Setup - Supplier

Market Participant
Company

Company Number

", MHHS
Z PROGRAMME

\\\ Industry-led, Elexon facilitated

All the data required for each Market Participant on-boarding onto the
UIT environment has been set up in advance.

Each Supplier requires a DIP Id for each of the MPIDs they are
qualifying

Optionally each Supplier will need to understand their MDR status.



Step 5 — Background for Suppliers/Smart Data Services — consideration of MDR function

Suppliers and Smart Data Services Participants have choices about how to operate the MDR function within the MHHS Design.

Depending on how Suppliers and Smart Data Services intend to use the MDR function, this may involve some additional DIP
Onboarding steps for how to set up the MDR Market Role.

Note - the DIP has separate DIP IDs that need to be set up and configured to support the use of the MDR function

The ‘MDR’ Market Role Participant details are used for two (2) purposes within the MHHS design

1. Registration Process (Mandatory)
 MDR identity details are used for populating data items within Registration DIP messages to ensure that every MPAN has a

registered MDR Participant with the Registration systems for external party validation purposes (e.g. DCC).

2. Sending / Receiving DIP messages (Optional)
 MDR Participants using the MDR DIP Market Role wish to ‘opt-in’ and use the optional DIP messages introduced under CR-

023 — Standardisation of Interfaces within the SDS

For example,

» Where the Supplier intends to appoint themselves as an MDR for each MPAN and continue to collect consumption and generation
data via the DCC using their existing Supplier User Roles then an additional separate DIP ID will be required to be set of for the
DIP Market Role of ‘MDR’

» If the Supplier, using its MDR function, also wishes to use the optional DIP messages introduced under CR-023 — Standardisation
of Interfaces within the SDS to send / receive DIP messages (IF-061 to IF-065 messages) then this is an extra configuration
required within the DIP to create a SDS to MDR Pairing.

.. MHHS
- PROGRAMME 61
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Step 5-DIP ID Set-up

Create a new DIP Id:

HOME MARKET PARTICIPANT

ORGANISATION

MESSAGE CHANNELS MESSAGES PERFORMANCE

Elexon Flex Limited

You can view your organisation details below. Please ensure that you keep this information accurate and up-to-date.

Company Number
16076976

GD Request DIP Connection Provider Status

Role Codes
SUP, REGS, SDS, ADS, MSS, LDSO, MAP

Description

Home of the DIP Manager and test harnesses

DCP Status
Disabled
Whitelisted Domains
elexon-flex.com
cgi.com
DIPIDs  Members  Certificates © createNewDIPID |Y Filter | Q search
You can view the status of your DIP IDs below. Please ensure that you keep this information accurate and up-to-date.
DIPID ¥ DIP Role Code MPID MP Role Code DCP Organisation DCP ID Effective From Date (MPR)
1191000001 ADS DMXX o] Unassigned N/A
!
‘.. MHHS
- PROGRAMME
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Effective To Date (MPR)
2025-01-30

Actions
2030-01-01

2" Edit @ Delete




Step 5-DIP ID Set-up

MHHS
PROGRANMME
=}

ELEXON

Data Integration Portal

MARKET PARTICIPANT

MESSAGE CHANNELS MESSAGES
ORGANISATION

PERFORMANCE

Big Energy Company
You can view your organisation details below. Please ensure that you keep this information accurate and up-to-date.

Company Number

Role Codes
2242424 SUP, VAS
Description

new one

Whitelisted Domains

sit.testmp.co.uk, live.co.uk, esgglobal.com

DIP IDs Members Certificates

© Create New DIP ID
You can view the status of your DIP IDs below. Please ensure that you keep this information accurate and up-to-date.

DIPID ¥ DIP Role Code MPID MP Role Code Effective From Date (MPR) Effective To Date (MPR)

1086576131 VAS ABCD n/a 2024-07-15 2025-07-15

1494431682 SUP RDG1 X 2024-07-04 2025-07-04
Showingitems1-20of2 Show All

", MHHS
PROGRAMME
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AN

W

Y Filter

Q

Search

DCP Status

Active

Actions
7 Edit W Delete

# Edit W Delete

[</E> ]
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Step 5-DIP ID Set-up

ELEXON

‘ MHHS @
.~ PROGRAMME .
Data Integration Portal

1 . Nominate DCP MARKET PARTICIPANT
2. API Keys
3. Add Member

MESSAGES PERFORMANCE

Market Participants Big Energy Company DIP ID 1494431682

DIP ID: 1494431682

GD Nominate DIP Connection Provider

Details
Company Number MPID Market Participant Rc ode DIP Role Code DIPID Effective From Date (MPR Effective To Date (MPR
2242424 RDG1 X SupP 1494431682 2024-07-04 2025-07-04
API Keys
Primary Key
Show l Copy [ Regenerate
Secondary Key
Show ‘ Copy [ Regenerate
Interface Configuration
Please select an interface to configure for this DIP ID
Interface
© Add Member Y Filter Q
Members
FirstName ¥ Last Name Email Role Actions

MP User Admin
- MP Message Admin
Edward Bowyer edwardkbowyer@live.co.uk MP Certificate Admin
MP Analytics Reader
MP User Admin
MP Message Admin
@sit. .CO. o
User Eleven userl1@sit.testmp.co.uk MP Certificate Admin
MP Analytics Reader

Offboard

Offboard

Showingitems1-20f2 Show All ‘.{ |
s

- MHHS
PROGRAMME
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Step 5— Nominate a DCP for a DIP ID ®

‘ N4
DIPID v DIP Role Code MPID MP Role Code Effective From Date (MPR) Effective To Date (MPR) Actions . . . . .
o Identify the DIP ID you wish to nominate a DCP for and click it
1252210018 MSA QAWD T 2024-06-24 2025-06-24 7/ Edit W Delete

This will take you to the DIP ID details view.

Click the ‘Nominate DIP Connection Provider’ button.

arket Participants > SmartEnergy > DIPID 1252210018

DIP ID: 1252210018

@ Nominate DIP Connection Provider
Details
232424 MSA 0624 20250624

interface

Showingitems 1-20f2 Show 10 Al < - >

Nominate DIP Connection Provider for DIP ID 1252210018

Market Participant

v
DIPID
v
Whitelist DCP's domains? []
h u to invite members of the DCP organisation into yours and

Cancel |

Market Participant

Nominate DIP Connection Provider for DIP ID 1252210018

Example DCP Organisation A ‘
DIPID
é 1972356907 v ‘

Whitelist DCP's domains? [
nvite members of

assigr

ers of the DCP

P organisation into yours and
[ Cancel |

Your desired DCP should have already created a DCP ID in the portal and shared it with you. Select you desired DCP from the Market Participant
field and then the DCP ID they have shared with you.

You must also tick the ‘Whitelist DCP’s domains’ if you intend to add DCP users as members of your organisation to allow them to perform
administration tasks, for example create certificates or generate API Keys. Please note, if you do not see your desired DCP listed, please ask them to

create a new DCP ID for you.

Once happy with the nomination details, click the nominate button.

", MHHS
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Section 6 — Message Channel Setup

‘ MHHS
PROGRAMME

MARKET PARTICIPANT
ORGANISATION

HOME

MESSAGE CHANNELS

MESSAGES

PERFORMANCE

ELEXON

Data Integration Portal

Market Participants Big Energy Company

DIP ID: 1494431682

DIP ID 1494431682

Market Participant Role Code

Regenerate

Regenerate

Details
ompany Numbe| MPID
2242424 RDG1
APl Keys
Primary Key
Show Copy
Secondary Key
Show | Copy
Interface Configuration
Please select an interface to configure for this DIP ID
IF-001 - Mot configured
IF-002 - Not configured
IF-003 - Not configured
IF-004 - Not configured
IF-006 - Mot configured
User Eleven

Showing items1-20f2 Show All

", MHHS
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AN

Email

edwardkbowyer@live.co.uk

userl1@sit.testmp.co.uk

DIP Role Code DIP Effective From Date (MPR

SUP 1494431682 2024-07-04

© Add Member Y Filter

Role

MP User Admin

MP Message Admin
MP Certificate Admin
MP Analytics Reader
MP User Admin

MP Message Admin
MP Certificate Admin
MP Analytics Reader

GO Nominate DIP Connection Provider

2025-07-04

Actions

¥ Offboarc




Section 6 — Message Channel Setup

ELEX
Data Integration Portal
arket Pa nts. B mpany DIP ID 1494431682
DIP ID: 1494431682
@3 Nominate DIP Connection Provider
Details
2242424 RDGI X sup 2024-07.04
Show | Copy | eral
Show Regenerate
Interface Configuration
Please select an interface to configure for this DIP 1D
Intertace
S -
Publication Configuration

The Publicati

endpointis where you receive messages sent o

from the DIP and is configured s

toeach DIP 1D

7 Edi
Max Py

Sizen

Opt Qut Preferences

Pro

fing the ability 1o selectively Opt-Out of recciving messages fo
cade

<ific Event Codes on Interface IF

01 for this DIP D

N/A A

rently possible to OpOUL o it

face IF-00L fo

", MHHS
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You have successfully onboarded
to the DIP
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Adding GlobalSign Admins




Step 4b — GlobalSign Registration
e

Guidance for Certificate Admin

Up to this point in the process, the Certificate Admin has been responsible for the vetting
process and completion.

At this point of the process you may wish to assign additional Cert Admins to complete the
upcoming sections as more technical knowledge is required to complete the next onboarding
steps. Please note, this could be someone from the DCP or a 3™ Party technical Person.

As well as adding the Cert Admin to the DIP they should also be added as a new User Admin
within GlobalSign. See next page for details.

Please Note:
Additional Cert Admins are not mandatory at this point — you can

continue through the process should you wish. If you decide to not
add a new Cert Admin please ignore the next slide.

", MHHS
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Step 4b — Create the PFX Certificate

Assigning a new Cert Admin to GlobalSign Atlas account

Home
Purchases
Identity Profiles

Discovery

" Q00 % >

Domains

s

.» Access Credentials

A\ Atlas

Home
Purchases
Identity Profiles

Discovery

2 O0a& >

Domains

.
€

¥ Access Credentials

", MHHS
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Account Settings

Account Users Email History
Users @

First Name Last Name User Type

David Gardiner Admin

Account Settings

Account Users Email History
Users @

First Name Last Name User Type

David Gardiner Admin

User Status

Enabled

User Status

Enabled

Email Address

d.gardiner@avanade.com

Email Address

d.gardiner@avanade.com

Hide my disabled users ADD AN ATLAS A

Signed in as d.gardiner@avanade.co

Account Settings

Account

Users

Email History

DMIN USEF

Finance Hub

Sign out

Click the profile icon in
the top-right corner.
Select ‘Account Settings’
and then ‘Users’ to
obtain the new user ADD

Mabile Phone N... Primary Contact = Acti
0044 7789 6462... ®
Rows per page: 10 « 1-10f1

Hide my disabled use ADD AN ATLAS ADMIN USER

Mobile Phone N.. Primary Contact = Actions
0044 7789 6462. @
Rows per page: 10 = 1-10of 1

screen

Select ‘Add an Atlas Admin
User’ and add your new Cert
Admin to the account.

This will resultin a ‘New
User Registration’ email
being sent to that person.

72



Background Material

Other resources

A full interactive demo of the on-boarding process can be found:

https://www.youtube.com/watch?v=8K3fWSJFvOk

", MHHS
> PROGRAMME

\\\\\\\\\\\\\\\ , Elexon facilitated
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https://www.youtube.com/watch?v=8K3fWSJFv0k

., MHHS
 PROGRAMME

Promotion to Production




Background Material

Promotion to Production

Will the subject of a later presentation:

", MHHS
Z PROGRAMME

\\\\\\\\\\\\\\\ , Elexon facilitated
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End of DIP Onboarding Guide

Thank you

. MHHS
Z PROGRAMME

Industry-led, Elexon facilitated
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